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AVANT-PROPOS 

Ce travail est le résultat de recherches menées au Centre des politiques en propriété 
intellectuelle de l’Université McGill (CIPP) entre 2014 et 2016 sur le vaste thème du 
patrimoine numérique et plus précisément sur le sort des biens immatériels au décès de 
leur propriétaire. Il a été possible grâce au financement obtenu de la Chambre des 
notaires que nous tenons à remercier ici. La Chambre des notaires nous a donné les 
moyens de mobiliser les forces vives de notre institution tout en nous laissant entièrement 
libre dans la manière d’aborder le sujet. Par force vive j’entends les étudiants de McGill 
qui ont participé à l’exercice, chercheuses et chercheurs du Québec, et qui méritent 
amplement le statut d’auteur. Ces auteurs sont Miriam Clouthier, Margery Pazdor et 
Francis Lord. Je tiens particulièrement à saluer le travail remarquable de Francis Lord, 
étudiant au doctorat rattaché au Centre. Il m’a accompagné dans ce projet depuis la 
formulation des hypothèses de recherche et a pris à sa charge la coordination quotidienne 
des travaux de documentation, de rédaction et d’édition jusqu’à la soumission du travail 
final.  
 
La facture de l’étude est originale. Nous avons décidé de présenter un document qui pose 
les bases d’une réflexion fondamentale sur la question de nos possessions immatérielles 
sans pour autant nous livrer à une étude technique des implications juridiques, conscients 
et respectueux par ailleurs de la grande expertise qu’ont les notaires et avocats spécialisés 
en droit des successions en la matière. Nous avons donc choisi de présenter trois études 
de cas et d’inviter le lecteur, à travers elles, à une réflexion plus générale sur le sens à 
donner à notre vie et commerce en ligne. Comment et dans quelle mesure le droit doit-il 
accompagner la dématérialisation de notre patrimoine?  

L’être humain meurt mais les institutions demeurent. Le temps du droit n’est pas 
biologique et, bien que fondamentalement anthropomorphique, il est rythmé par 
l’évolution de notre société et nos gesticulations collectives. À travers le droit passe le 
sujet, le citoyen, anonymisé, parfois objectivisé.  
 
Le droit, et le droit des biens en particulier, retient toutefois quelque chose de nous une 
fois notre temps écoulé. Nos biens nous survivent. Leur répartition est le travail du droit 
des successions. Il administre les quelques marques que nous laissons derrière nous, ces 
strates de sédiments personnels dans la géographie toujours changeante de l’humanité. 
Ces marques servent à l’état civil mais aussi à la transmission de la mémoire à travers le 
patrimoine, notion chère au civiliste. Nos biens cartographient et mesure, toujours trop 
incomplètement, malheureusement, l’empreinte de notre existence. Le patrimoine du de 
cujus est la monnaie de cette existence matérielle. À travers lui, et après notre trépas nous 
espérons vivre encore un peu entre les mains des ayants cause!  
 
Mais que laisserons-nous désormais si notre vie se confond, s’immerge, dans une 
virtualité de plus en plus éphémère? Que devient l’album de photos de famille à l’heure 
de Facebook?  
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Ce sont ces quelques réflexions qui ont guidé la recherche qui vous est désormais 
présentée. 
 

Bonne lecture. 

 
Pierre-Emmanuel Moyse 
Professeur agrégé, Faculté de droit de McGill 
Directeur, Centre des politiques en propriété intellectuelle de McGill 
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La Chambre des notaires participe au financement de cette recherche via son programme 
de subvention à la recherche universitaire en place depuis 2011. Ce programme permet de 

financer des projets de recherches juridiques pertinents au notariat. C'est grâce à cette 
recherche que les grandes questions juridiques peuvent être appréhendées et mieux 

comprises par les professionnels du droit. 
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I.  INTRODUCTION 

The present report is the product of two sibling projects on digital property conducted at 
McGill’s Centre for Intellectual Property, and respectively funded by the Barreau du 
Québec and the Chambre des Notaires du Québec. “Digital property” refers to the 
application of property law to electronic files. Its founding premise is that such digital 
assets should be considered as corporeal and moveable goods under private property law. 
Together the two projects consider whether and how civil law accounts for digital 
property, efforts that might be required for its full recognition, and prospective impacts 
on current practices. While digital property, sometimes designated as “virtual property,” 
has attracted the attention of jurists in the United States, Europe and elsewhere, the 
discussion has yet to reach Quebec and Canada. This report, together with Pierre-
Emmanuel Moyse’s upcoming article “La propriété ubiquitaire du fichier numérique,” 
invites Quebec jurists to launch a discussion on the application of private civil law to 
electronic files. 

Interest for digital (or virtual) property in electronic files appeared in the Anglo-
American world in the last decade. The first contributors retained an analogical approach 
to explore the notion, in which they applied to digital objects the theoretical and 
conceptual frameworks developed for their physical counterpart. In a classic article on 
the topic, Joshua Fairfield argued that digital objects such as email accounts, URLs, 
domain names, and others share with physical ones qualities essential for the recognition 
of property interests, namely rivalry, persistency, and interconnectedness.1 He believed 
recognizing such interests in digital objects would counter anticommon uses of 
intellectual property rights and terms of services that overly benefit online service 
providers (OSPs).2 The topic of digital property widely expanded in the wake of a cover 
story Business Week ran in 2006 on Ailin Graef, the first millionaire to draw her real 
income from speculating on virtual assets produced on the Second Life virtual world.3 
Graef’s story attracted the attention of many jurists, especially in America, who realized 
that “the boundaries between ‘game’ and the real world were permeable.”4 In response, 
jurists began to examine a number of issues raised by virtual worlds, including the 
connections between real and virtual economy, the application of real-world criminal law 
to virtual behaviour, and morally dubious business practices such as ‘gold farming’. 
While the socio-economic importance of virtual worlds increases and other jurisdictions, 
especially in Eastern Asia, make concrete steps to give some recognition to digital 
property, in most Western jurisdictions it is neither explicitly excluded nor recognized.5 

                                            
1 Joshua AT Fairfield, “Virtual Property” (2005) 85 BU L Rev 1047 at 1053-55. See also Charles Blazer, 
“The Five Indicia of Virtual Property” (2006) 5 Pierce L Rev 137 at 141-47; F Gregory Latowska & Dan 
Hunter, “The Laws of the Virtual Worlds” (2004) 92 Cal L Rev 1 at 43. 
2 Fairfield, supra note 1 at 1050-52, 1076, 1092. 
3 “My Virtual Life” Business Week (30 April 2006), online: <http://www.bloomberg.com/bw/stories/2006-
04-30/my-virtual-life> (16 August 2015). 
4 Kieran Tranter, “The Law and Technology Enterprise: Uncovering the Template to Legal Scholarship on 
Technology” (2011) 3 LIT 31 at 54. 
5 See Chris Stalmans, “More Than Just Games: Virtual Property Rights in Massively Multiplayer Online 
Games” (2012) 12 Asper Rev of Int’l Bus & Trade L 203 at para 12-21. See also Ronan Kennedy, “Virtual 
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Opponents to digital property tend to focus on the ephemeral character of digital objects, 
and its inability to achieve its intended benefits. For example, in direct opposition to 
Fairfield’s thesis, Dan Lawrence denies the persistency of digital objects: platforms 
supporting virtual objects normally have a lifecycle during which an OSP will create, 
upgrade, and eventually discard a platform and substitute it for another.6 Recognizing 
property rights in digital objects appropriated on one platform could short-circuit the 
software development lifecycle by forcing OSPs to maintain the sustainability of these 
objects from one platform to another, or to compensate their owners for the lost value. 
These added costs could discourage OSPs to development their online platform, and in 
turn reduce opportunities to acquire and use digital objects in the first place.7 Another 
author doubts that extending property rights to digital objects can make their trade more 
efficient, arguing that it would at best have no impact on current transaction costs, or that 
at worse it would increase them.8 Lawrence argues that the current regimes of intellectual 
property and contract law, along with specific regimes tailored to the use of computer 
technology, are better positioned to govern disputes arising from the exploitation of 
digital objects.9 

Parallel to the debate over digital property, a limited number of American and European 
cases recently questioned the nature of transactions in the distribution of electronic 
version copyrighted works, for example software and music. Most of online trading 
involves licensing contracts granting the “buyer” limited control over the work, while the 
licensor retains ownership over the copyrighted work. Taking note of the circumstances 
and conditions of the transaction, along with the expectations and the behaviour of the 
parties, an emerging trend in American and European case law considers if such licenses 
should not be re-qualified as sales” Should it be the case, so-called licensees would have 
full ownership over the specific copy of the work.10 This re-qualification could have 
significant implications by transposing the intellectual property (IP) law doctrine of 

                                                                                                                                  
Rights? Property in Online Game Objects and Characters” (2008) 17 Information & Communications 
Technology Law 95 at 99; Fairfield, supra note 1 at 1084-89). 
6 Dan E Lawrence, “It Really Is Just a Game: The Impracticability of Common Law Property Rights in 
Virtual Property” (2008) 47 Wash LJ 505 at 513-24. See also Allen Chen, “A Practical Look at Virtual 
Property” (2006) 80 St John’s L Rev 1059 at 1077. 
7 See Lawrence, supra note 6 at 514. 
8 See John W Nelson, “The Virtual Property Problem: What Property Rights in Virtual Resources Might 
Look Like, How They Might Work, and Why They Are a Bad Idea” (2010) 41 McGeorge L Rev 281 at 
307. 
9 See Lawrence, supra note 6 at 524ff. 
10 See UsedSoft v Oracle International Corp, C-128/11, [2012] ECR I-0000; UMG Recordings, Inc v Troy 
Augusto, 628 F (3d) 1175 (9th Cir App); Vernor v Autodesk, 621 F (3d) 1102 (2010). See also Apple Inc v 
Psystar Corporation, 658 F (3d) 1150 (9th Cir App 2011); MDY Industries LLC v Blizzard Entertainment, 
Inc, 2011 US App LEXIS 3428 (9th Cir App); Ariel Katz, “The First Sale Doctrine and the Economics of 
Post-Sale Restraint” (2014) BYU L Rev 54 at 126-36; T Leong, “When the Software We Buy Is not 
Actually Ours: An Analysis of Vernor v Autodesk on the First Sale Doctrine and Essential Defense” (2012) 
10 NW J of Law & Tech 239;  JW Newman, "Selling the Right to Licenses: Examination of the First Sale 
Doctrine Through the Lens of UMG Recordings & Quanta Computer," (2010) 35 J Corp Law 849. But see 
Capital Records LLC v Redigi Inc, (2013) 12 Civ 95; Claudia Wong, “Can Bruce Willis Leave His iTunes 
Collection to His Children?” (2013) 29 Santa Clara High Tech LJ 741-50. 
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exhaustion into online trade,11 reducing the control intellectual property holders have over 
consumer use of digital copyrighted works, and enabling the establishment of a 
secondary market for digital assets. A number of authors, primarily American jurists, 
have joined the courts in discussing the nature of online transactions of digital goods. 
They have notably attempted to transcend the strict distinction between licenses and 
sales,12 and to adapt conventional solutions to the context of online trade.13 This 
discussion exists alongside wider criticism of contractual practices used by IP holders to 
favour their own interest at the expense of the users’. For some authors, the practices of 
mass and non-negotiable licensing agreements, combined to digital rights management, 
amount to private legislation and upset the balance of interests in intellectual property. 
This imbalance allegedly discourages legitimate public good uses of information and 
undermines doctrines that would serve the interests of users and consumers.14 

Digital inheritance completes our survey, and is the object of the present report. In recent 
years a small but growing number of authors have raised awareness on the importance of 
managing digital assets in the context of succession, notably after tabloids brought 
attention to families failing to gain access to email and social media accounts of loved 
ones after their demise.15 Interest over the topic stems from the affective and economic 
value of digital assets we accumulate in our personal and professional lives, and from the 
utility heirs can derive from these assets. Much of this literature takes a pragmatic 
approach to the topic; it typically begins by asserting the value of digital assets and 
recommending their inclusion in succession planning, followed with a number of 
practical advices to inventory, preserve and transfer digital assets to successors.16 Authors 
tend to define “digital asset” liberally: they include email and social media accounts, 
electronic bank accounts files, online businesses, etc.—both digital content, along with 
the online accounts allowing to access this content. 17 The literature has so far refrained 
from questioning the legal nature of these assets (unlike digital property) or of the 
relationships formed around them (unlike the license-or-sale debate). However, like the 

                                            
11 See Théberge v Galerie d’Art du Petit Champlain inc., 2002 SCC 34. See also Katz, supra note 10 at 61-
64, 109-117; Jeremy de Beer & Robert Tomkowicz, “Exhaustion of Intellectual Property Rights in Canada” 
(2009) 25 CIPR 3 at 6-16 available online at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1636425 
(4 September 2015). 
12 See for example Clark D Asay, “Kirtsaeng and the First-Sale Doctrine’s Digital Problem” (2013) 66 SLR 
Online 17; Nancy Kim, “The Software Licencing Dilemma” (2008) 4 BYUL Rev 1103. 
13 See Lukas Feiler, “Birth of the First-Download Doctrine: The Application of the First Sale Doctrine to 
Internet Downloads under EU and US Copyright Law” (2012) 16 J Inter L 1; RH Rothstein, EF Evitt & M 
Williams, “The First Sale Doctrine in the Digital Age” (2010 22 IP & Tech L J 23. 
14 See for example Matthew Chiarizo, “An American Tragedy: E-Books, Licenses, and the End of Public 
Lending Libraries?” (2013) 66 Vand L rev 615; Reuvan Ashtar, “Licensing as Digital Rights Management, 
From the Advent of the Web to the iPad” (2011) 13 Yale JL & Tech 141; JH Reichman & JA Franklin, 
“Privately Legislated Intellectual Property Rights: Reconciling Freedom of Contract with Public Good 
Uses of Information” (1999) 147 U Penn LR 857. But see Sage V Heuvel, “Fighting First-Sale Doctrine: 
Strategies for a Struggling Movie Industry” (2012) 18 Mich Telecomm Tech L Rev 661. 
15 See Wong, supra note 10 at 705-06, 712-16. 
16 See Rachel Pinch, “Protecting Digital Assets After Death: Issues to Consider in Planning for Your 
Digital Estate” (2015) 60 Wayne L Rev 545 at 563-64; John Conner, “Digital Life After Death: The Issue 
of Planning for a Person’s Digital Assets After Death” (2011) 3 Est Plan & Cmty Prop LJ 301 at 315-19. 
17 See Pinch, supra note 16 at 548-50; Wong, supra note 10 at 709-12; Conner, supra note 16 at 303-04. 
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preceding trends, digital inheritance underlines the value of digital assets, and provides a 
practical case to imagine the implications of extending private property law to them. 

Beyond the practical issues of planning and transferring digital assets in the context of 
succession, digital inheritance tends to clash with a plethora of terms of services 
associated with the use and transfer of digital assets. We obtain and exploit many of these 
digital assets by entering a contract with an online service provider (OSP). These “terms 
of service” set the rights and obligations regulating the relationship between the OSP and 
the user of the online service. This is the case, for example, of an email account, entries 
posted on a blog hosting services, a social media profile, or an iTunes library. Because of 
the physical and legal nature of digital assets, the terms of an online service regularly 
limit and even prevent transferring these assets to a deceased user’s heirs, most often by 
restricting access to the latters. For example, OSPs may refrain from sharing the content 
of email accounts in order to protect the privacy of a deceased user when the terms of 
service deny access to anyone but the user, except with the support of a court order. In 
such cases, a liquidator or an heir accessing the account upon using the deceased user’s 
login information to access digital assets would justify the OSP in terminating the 
account.18 Licensing agreements, copyright law, and the use of digital rights management 
software may further restrict the use of digital content by the heirs of original licensee.19 
Some jurisdictions have enacted legislation to facilitate digital inheritance, but some 
initiatives remain limited to specific types of digital assets. 

In the present report we will explore three case studies on the general theme of digital 
inheritance. It does not provide a full theoretical account of digital property—readers 
interested in the matter can consult Prof. Moyse’s forthcoming article or the literature 
referenced in the present introduction. Instead, the report explore some of the issues an 
individual may encounter in connection with digital assets in her capacity as a user of 
online services, a holder of digital assets, a testator, a liquidator, or an heir. We raise 
digital property to illustrate when the notion could assist in resolve such issues, when it 
would prove useless, or even when it could make matters worse, at least for some parties. 
We begin with an in-depth study of one of the world’s most popular online services: 
Facebook. While the social-networking service heavily restricts the management of a 
user’s digital assets after her demise, it also provides a memorial service for their loved 
ones—providing they are themselves Facebook users (II.). We then enlarge the topic of 
digital inheritance by including a number of online services that either specifically cater 
to the “online dead,” or more general ones that have established policies to manage their 
users’ digital assets past their demise. Again, this section underlines the difficulty of 
planning a succession involving digital assets in the midst of numerous terms of service 
(III.). We end the report with Bitcoin, a virtual currency that may very well represent a 
technological solution to the problem of digital property (IV.) 

 

                                            
18 See Pinch, supra note 16 at 550-52; Wong, supra note 10 at 720; Conner, supra note 16 at 305-07. 
19 See Wong, supra note 10 at 734, 750-51. 
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II.  DEATH BY FACEBOOK 

The movie The Social Network presents a fictionalized history of Facebook. Near the end 
of the film, after the millionth user joins the social website, the character played by Justin 
Timberlake excitedly asserts that “[w]e lived on farms, then we lived in cities, and now 
we’re going to live on the Internet!”1 Hyperbole aside, it is easy to trivialize the content 
of a Facebook profile: one thinks of a succession of outmoded summer songs, fleeting cat 
memes, pictures of forgettable evenings, and one too many inspirational quote. As a 
result, the fate of a Facebook profile may not be much of a concern to the succession. 
However, not only can we “live” on Facebook, we can also “die” on it: the social-
networking website formally provides its users the option to “memorialize” their profile 
upon their death to serve as a virtual memorial. Although Facebook has fully integrated 
this practice to the services it formally offers, the memorialization of the profiles of 
decedent users first originated from the online community. 

On the morning of 16 April 2007, Seung-Hui Cho arms himself with two handguns, 
walks into the Virginia Polytechnic Institute, and kills thirty-three people.2 Many of 
Cho’s victims had Facebook profiles and, in conformity with the policy then in force, the 
service provider froze their profiles and planned to delete the associated accounts after 
thirty days. In the meantime, loved ones of the victims and their supporters launched an 
online campaign against the deletion of their accounts. In response, Facebook announced 
it would not delete the accounts of the victims of the Virginia Tech shooting, to instead 
leave their profiles online as permanent virtual memorials. These memorials allowed 
other Facebook users to access the profiles of the Virginia Tech victims and continue to 
post messages on their profiles.3 John Woods, a Virginia Tech student who organized the 
memorial campaign explained that if “[i]t might seem silly (to) post messages to people 
who will never respond, … these [profiles] are what’s left of their voices.”4 

The aftermath of the Virginia Tech massacre plainly reveals the emotional significance a 
Facebook profile acquires upon the death of its user. Since 2009, the social-networking 
website formally extended to all users the option to memorialize their profile after their 
death. Facebook users can choose whether they want their account to be deleted upon 
their death, permanently removing their profile and any digital files they posted to the 
website, or to be kept online indefinitely. Facebook’s memorialization option addresses 
only the emotional element arising from the death of one of its users, leaving the 
economic aspect unchanged. Indeed, much of the content that users post on Facebook 
constitutes intellectual property (IP). Upon the death of a user, IP assets pass on to the 

                                            
1 David Fincher (Dir), The Social Network, Columbia Pictures, 2010. 
2 See Ian Shapira & Tom Jackman, “Gunman Kills 32 at Virginia Tech in Deadliest Shooting in US 
History” The Washington Post (17 April 2007) online: <http://www.washingtonpost.com/wp-
dyn/content/article/2007/04/16/AR2007041600533.html?hpid=topnews> (7 July 2015) (the ‘Virginia Tech 
massacre’ still holds the distinction of being the deadliest shooting incident committed by a lone gunman in 
the history of the US). 
3 See Monica Hortobagyi, “Slain Students’ Pages to Stay on Facebook” USA Today (9 May 2007) online: 
<http://usatoday30.usatoday.com/news/nation/2007-05-08-facebook-vatech_N.htm> (7 July 2015). 
4 Ibid. 
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heirs. Questions arise as to how heirs should access and control such assets, considering 
that Facebook holds a license to use this material for as long as it remains on the 
website—in the case of a memorialized account, in perpetuity. 

As a case study for digital property, Facebook offers an important insight: while it 
favours the original owners of digital files, digital property would share normativity with 
a complex and dense network of contractual arrangements that overwhelmingly favour 
online service providers over users. Owners of digital assets may rejoice at the 
recognition of their interest in the photos and documents they upload onto the social-
networking website. However, Facebook holds a license over all uploaded material, 
allowing it to copy any files users entrust to it. Digital property would allow Facebook to 
claim ownership over these copies, completely distinguishing these copies from the 
patrimony of their original owners, and secure the exploitation of these files so long as 
they respect the already broad IP license. In this case, digital property does not restore the 
balance of power between Facebook and its users; it maintains both parties in their initial 
position, and thus confirms the imbalance of power. 

The present section offers information about how Facebook manages the death of its 
users, and the fate of digital assets they uploaded onto their profile (A.). The section then 
moves on to how digital property would affect the relationship between Facebook and its 
users (B.). In this case, as digital property applies to parties, and given that the social-
networking website already benefits from its terms of service, the legal invention would 
not necessarily restore the balance of power between Facebook of its users. Digital 
property may not suffice to increase the bargaining power of all digital goods owners—
even though it may not worsen it—unless complementary legislation intervenes more 
aggressively. 

A. The ABCs of Facebook 

Facebook is a social-networking website allowing an individual to create a profile and 
connect with other users by adding them as “friends”. Users can also create Facebook 
“pages”, “groups”, and “events”. A Facebook profile contains a diverse collection of 
information and documents, including private messages,5 wall posts or public messages,6 
photos,7 “liked” pages,8 groups,9 a friends list,10 notes,11 events attended or to be 

                                            
5 Messages sent between two or more Facebook users, visible only to the parties to the message. 
6 Messages posted on a Facebook Profile “wall” either by the Facebook Profile account-holder, or by 
others. The posts appear either to Facebook Friends or to the public, depending on privacy settings. 
7 Two types of photos can be found in a Facebook profile. First are photos uploaded by the user of the 
Facebook profile herself. They include profile photos and cover photos, which appear on the profile page as 
identifiers of the profile. Photos posted by others who have “tagged” the user also appear. “Tagging” 
identifies Facebook users who are in the photo, and tagged photos appear in the tagged users’ profiles, as 
well as in the profile of the person who uploaded the photo. 
8 A Facebook user can “Like” Facebook Pages, such as pages promoting bands, books, television shows, 
sports teams, or political parties. 
9 A user can belong to Facebook “groups.” These groups are listed and accessible through the Facebook 
profile. 
10 A list of all of the people the Facebook profile has identified as “Friends” appears in the profile. 
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attended,12 and a profile timeline.13  Facebook also allows individuals to download third-
party applications through its interface. These applications are governed under their own 
licenses and policies, and they will not be discussed here. We instead focus solely on the 
relationship between Facebook and its users, and the modalities of this relationship in the 
context of successions (2.). This exposition requires making some preliminary points 
regarding the use of the social-networking website (1.). 

1. Living in the social network: Terms of service 

Facebook’s terms of service14 and intellectual property law make up two pillars of the 
framework regulating the relationship between Facebook and its users. Anyone opening 
an account on the social-networking website automatically enters a contract with 
Facebook. Facebook’s terms of service enumerate the obligations that derive from this 
contract, and regulate how users can manage and use their accounts. Most notably, the 
terms of service grant Facebook an IP license conferring the corporation exploitation 
rights regarding any IP that users upload onto the social-networking website (a.) The 
terms of service also manage policies and management related to access and privacy, 
which can have important implications for the digital files and intellectual property 
uploaded onto a profile both before and after the death of its user (b.). 

a. Intellectual property and license 

Copyright covers much of the content Facebook users upload onto their profile. The 
Copyright Act protects “literary, dramatic, musical and artistic work” whatever the form 
of expression.15 Within a Facebook profile, this could include photos, videos, notes, status 
updates, and other content. The copyrighted content may belong to the account-holder, 
but it may also belong to other Facebook users and others. Legislation grants copyright to 
the author, and lasts as long as her life, the remainder of the calendar year of the author’s 
death, plus fifty years.16 Any assignment of copyright made by the author cannot last for 
longer than twenty-five years after the authors’ death, after which the copyright reverts to 
the estate of the author.17 Certain conditions must be met in order for a work to be 

                                                                                                                                  
11 In addition to shorter status updates, a user may upload longer messages as “notes.” 
12 When a user is invited to a Facebook Event, the user may choose to indicate whether or not they plan to 
attend. This information may appear on the profile wall. 
13 A Facebook profile timeline contains information about various significant events that have been 
uploaded to the profile. These events may include: status updates, links and photos shared, places been or 
lived, schools attended, workplace history, relationship history, family connections, and events. 
14 For the sake of simplicity, our use of the phrase ‘terms of service’ designates not a single agreement, but, 
collectively, a number of formal and semi-formal policies and statements that regulate the use of the social-
networking website, and the relationship between Facebook and its users. We specifically cite in the 
footnotes any documents to which we refer. 
15 Copyright Act, RSC 1985, c C-42 s 5. 
16 Ibid s 6. 
17 Ibid s 14(1). 
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protected by copyright.18 In particular, a work must meet the condition of originality: an 
original work originates from the author, and must not be copied from another work.19 It 
must also be the “product of an author’s exercise of skill and judgment,” involving more 
than trivial or mechanical effort.20 In a Facebook profile, user-generated photos and 
videos are two categories of content that would likely be protected by copyright. Notes, 
status updates and even private messages may also be protected, assuming they meet the 
requirement of originality. Upon death, copyright transfers to the estate of the author. 
Infringement of copyright entitles the copyright holder to remedies that include 
injunction and damages.21 In addition to protecting copies of a work, the Copyright Act 
assigns moral rights, namely the right to the integrity of the work and the right to be 
associated with the work.22 Upon death, those rights are passed to whoever inherits the 
copyright, unless the moral rights have been bequeathed to a different person.23 The right 
to the integrity of the author is violated if his or her work is “distorted, mutilated or 
otherwise modified” to the prejudice of the author’s reputation, or if it is used in 
association with a product or cause or institution.24 Moral rights cannot be assigned but 
may be waived.25 Infringement of moral rights gives rise to action for damages and/or 
injunction.26 

Users may also upload onto a Facebook profile marks or designs that constitute 
trademarks under the Trade-Marks Act.27 A Facebook user that owns or uses a trademark 
could upload it to her profile, or to a group or page she administers. Trademarks can take 
different forms, for example slogans, titles, names, drawings, distinctive guises, or 
standards (for certification marks).28 The “distinctiveness” of a trademark is its most 
important trait: to benefit from the protection of trademark law, a trademark must be used 
“for the purpose of distinguishing or so to distinguish goods or services”29 offered by a 
person from the goods or services offered by others.30 The Trade-Marks Act provides the 
owner of a registered trademark “the exclusive right to the use throughout Canada if the 
trade-mark in respect of those goods or services,”31 and sets up a series of recourses and 
remedies against unfair competition involving registered and unregistered trademarks.32 

                                            
18 See David Vaver, Intellectual Property Law (Toronto: Irwin Law, 2011) (“[t]o be protected by copyright, 
a work must be (1) original, (2) fixed, and (3) appropriately connected to Canada, or to a WOT, Berne, or 
Universal Copyright Convention (UCC) member state,” at 99). 
19 CCH Canadian Ltd. v Law Society of Upper Canada, 2004 SCC 13, [2004] 1 SCR 339 at para 25. 
20 Ibid. 
21 See Copyright Act, supra note 15 s 34(1). 
22 Ibid s 14.1(1). 
23 Ibid s 14.2(1). 
24 Ibid s 28.2. 
25 Ibid s 17.1(2). 
26 Ibid s 34(2). 
27 RSC, 1985, c T-13. 
28 See Teresa Scassa, Canadian Trademark Law, (Markham: LexisNexis, 2010) at 56-71 (Scassa also 
considers domain names, at 445-47). 
29 Trade-Marks Act, supra note 27 s 2. 
30 Ibid. See also Scassa, supra note 28, at 71-72. 
31 See Trade-Marks Act, supra note 27 s 19. 
32 Ibid s 7, 20, 22. 
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The CCQ provides recourse against the unauthorised use of a trademark leading to an 
unfair advantage under article 1457.33 

All IP content shared on Facebook, including photos and videos, is subject to Facebook’s 
IP license. The Facebook Statement of Rights and Responsibilities states that when 
posting content covered by IP rights, the user grants Facebook a “non-exclusive, 
transferable, sub-licensable, royalty-free, worldwide license to use any IP content that 
you post on or in connection with Facebook.”34 This license ends with the deletion of the 
Facebook account. However, any IP that has been shared with other Facebook users 
remains on the social-networking website until these other users delete it themselves. 
Until then, Facebook maintains a license on that content.35 The terms of service also 
forbid users from posting content subject to the IP rights of others.36 Facebook provides 
an online form that enables IP rights-holders to report infringement of their IP rights, 
including copyright and trademark.37 A person seeking to remove a digital file completely 
from Facebook could report other users for sharing material to which they do not hold the 
IP rights on the social-networking website. However, this might only apply to material 
shared after a user has terminated her account: uploading and exhibiting a file on a social-
networking website designed to freely share such material among the members of its 
community as per the access and privacy settings determined by the IP owner herself 
would rightly be interpreted as a tacit permission to do so. Material shared by other users 
likely grants Facebook a perpetual license over its IP.38 

In 2010, a Facebook user asked about the use of photos covered by the IP license and was 
told that the content would not be made available to third parties except with the account 
holder’s permission: 

Facebook uses user content in connection with various features and services on 
the site (for example, displaying it in profile pages, photo pages, news feeds and 
other messages to users' friends, etc.). Additionally, though it may not happen often, 
there are cases when law officers and judges issue subpoenas or other legal orders 
requiring us to provide certain information about specific users for use in court. 

Aside from such scenarios, however, we do not currently share any information 
with third parties except with the user's consent (for example, if a user elects to add a 
third party application), and we never sell your information to anyone.39 

                                            
33 See Demco Manufacturing c Foyer d’artisanat Raymond inc., [2006] JQ no 222, 2006 QCCA 52 (CA) at 
para 8-9; Ciba-Geigy Canada Ltd v Apotex Inc, [1992] 3 SCR 120 at 131-33. See also Scassa, supra note 
28 at 284-85. 
34 “Statement of Rights and Responsibilities” online: Facebook <https://www.facebook.com/legal/terms> s 
2.1 (7 July 2015). The license seems not to conflict with the requirements of the Trade-Marks Act, supra 
note 27 s 50. 
35 Ibid. See also Mazzone, supra note 40 at FN 35. 
36 Facebook, supra note 34 s 5. 
37  “Reporting a Violation or Infringement of Your Rights” online: Facebook 
<https://www.facebook.com/help/contact/208282075858952> (7 July 2015); see also Facebook, “About 
Intellectual Property” online: Facebook <https://www.facebook.com/help/399224883474207>.   
38 See Mazzone, supra note 40 at FN 35. 
39 “Facebook Picture Rights” online: Facebook 
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b. Access and privacy 

The accessibility of the information contained in a Facebook profile varies. Some of it is 
public and available to anyone with Internet access. Public information includes the 
profile name and profile photo.40 Some of the information associated with a Facebook 
profile is subject to the privacy settings of the person who posted it. It may therefore be 
visible to the public, only to Facebook “friends,” only to “friends of friends,” or only to 
particular friends identified by the person posting the content. Information subject to 
privacy settings may include profile status updates, wall posts, and posted photos and 
videos. Privacy settings typically restrict access to photos, with the exception of profile 
photos and cover photos, which are always public. Privacy and access settings play an 
important role in determining who can access and therefore share digital files and IP 
uploaded onto a user’s profile and the pages she administers. 

Some of the content of a profile is accessible only by the account-holder. For example, 
the account-holder can access “timeline review,” which allows her to see all of the 
activity of the profile, including pages liked and comments made on other content. Not all 
of this information is accessible by anyone other than the account holder. She may also 
download a “Facebook archive” that provides .html files of all of the content associated 
with her profile. For example, it contains a listing of every event the profile was ever 
invited to and the response given, every message ever exchanged, every photo ever 
posted, etc. Of course, all of the information associated with a profile is also accessible to 
Facebook, as well as a great deal more information than what was reviewed above. 
Facebook may monitor their users’ interaction with other websites and advertisements, as 
well as monitoring information as to what hardware and software is being used to access 
Facebook, the location from which a user accesses Facebook, and other information.41  

There is some tension between Facebook’s privacy policy and its nearly limitless IP 
license. Much IP uploaded to Facebook is subject to privacy settings within the profile 
itself. For example, an account holder may upload a photo and indicate through her 
privacy settings that she wishes it to be shared only with “friends”. This setting option 
would imply a limit on Facebook’s use of the photo, such that Facebook would only be 
able to use the photo in a way that involved the user’s Facebook friends seeing it, and not 
the public at large. The IP license, however, suggests no such limitation. Instead, the 
license implies that Facebook has the right to copy material posted by users for any 
purpose, including, for example, for advertising. It is not clear if a photo meant to be 
shared only with “friends” could be used in such a way that it could be seen by more than 
the account holder’s friends, but the license does not indicate any limits of this kind. 

                                                                                                                                  
<https://www.facebook.com/notes/andy-rouse-wildlife-photography/facebook-picture-
rights/270204724175> (7 July 2015). 
40 Facebook modifies its privacy policy and default settings regularly. See Jasone Mazzone, “Facebook's 
Afterlife” (2012) 90 North Carolina Law Review 1643 at 1654; “Information We Receive and How It is 
Used” online: Facebook <https://www.facebook.com/about/privacy/your-info> (cover photos, networks, 
gender, username and user ID were also public information as of 2 August 2014). 
41  See generally “Facebook’s Privacy Policy” online: Facebook 
<https://www.facebook.com/note.php?note_id=%20322194465300>. 
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Facebook has previously come under fire for using user information in ways to which 
users claimed they had not consented. In January 2011, the company introduced an 
advertising service called “sponsored stories”. As a feature of this service, if a user 
“liked” a company on Facebook, a notice would appear in the sidebar of that user’s 
friends saying that she had “liked” the company. The company settled a $20 million US 
lawsuit in 2013 as a result of the service, and faces another class action suit in British 
Columbia.42 Facebook cancelled the “sponsored stories” advertising option in 2014, 
though partly because many of the same features became available for all advertisers, and 
not only those opting for the “sponsored stories” feature.43 Further ambiguity arises from 
the fact that Facebook’s privacy policies are themselves constantly being revised.44  

2. Dying on the social network: memorialization and deletion 

Facebook offers two options to deal with the management of an account after the death of 
a user: deletion and memorialization.45 Before 2007, Facebook’s policy was to delete 
accounts of decedent users. However, in the aftermath of the Virginia Tech shootings, the 
Facebook profiles of shooting victims had become virtual memorials, and many people 
asked Facebook not to delete the profiles.46 Since 2009, Facebook will memorialize 
profiles of decedent users (a.), unless a special request is made for deletion (b.).  

a. Memorializing an account 

Memorialized profiles are virtual shrines of deceased Facebook users. Any individual can 
make a request to have an account memorialized through an online form.47 Consequently, 
when a decedent user has provided its password to loved ones, they may find themselves 
locked out of an account if someone else makes a request to have the request 
memorialized.48 In any case, access to an account by other users is a violation of 
Facebook’s terms of service, so providing the password to a Facebook account is not a 
reliable estate-planning method.49 There are many consequences to memorialization. We 

                                            
42 See for example David Cohen, “Final Approval Granted for Facebook’s $20M Settlement Of Class-
Action Lawsuit Over Users’ Images In Sponsored Stories” Social Times (27 August 2013) online: 
<http://www.adweek.com/socialtimes/final-approval-20m-settlement-class-action-sponsored-
stories/427361> (7 July 2015) (a class action was certified in British Columbia in 2014 for violations of 
BC’s Privacy Act: Douez v Facebook, 2014 BCSC 953).  
43 “An Update to Facebook Ads” online: Facebook <https://www.facebook.com/notes/facebook-and-
privacy/an-update-to-facebook-ads/643198592396693> (7 July 2015)  
44 See Mazzone, supra note 40 at 1654. 
45 “Memorialized Accounts” online: Facebook <https://www.facebook.com/help/1506822589577997/> (7 
July 2015). 
46 See Mazzone, supra note 40 at 1662. 
47  “Memorialization Request” online: Facebook 
<https://www.facebook.com/help/contact/305593649477238> (7 July 2015). 
48 See for example Mazzone, supra note 40 at FN 141 (describing a wife who had been writing letters to her 
decedent husband by accessing his Facebook account and lost that ability when someone else requested his 
account be memorialized). 
49 Facebook, supra note 34 (“[y]ou will not share your password …, let anyone else access your account, or 
do anything else that might jeopardize the security of your account,” s 4.8). 
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will first discuss the memorialization independently from its optional feature, the “legacy 
contact.” Before then, readers should keep in mind that the latter option can change 
important aspects of memorialization. 

Once an account is memorialized, users can no longer log into it, and no further changes 
may be made to the profile. This means, among other things, that no friend may be added, 
so that loved ones who did not connect with the decedent before her passing will not be 
able to do so after she has died—a policy that has caused considerable grief for some 
families.50 Memorialized profiles no longer appear in “public” spaces, and do not appear 
in features such as birthday reminders. An account’s privacy settings will not change past 
its memorialization: if the account settings allowed friends to post to the user’s wall, for 
example, they will continue to be able to do so after the account is memorialized. 
Memorializing an account also affects Facebook pages and groups administered by the 
decedent user. Groups belonging solely to the decedent user can select new 
administrators, but pages administered only by the decedent user will be deleted, 
including those that promote commercial interests. Given the consequences of 
memorialization, it would be important for an individual to consider adding other 
administrators to any pages they would like to continue to exist after their death. 

Access to the content of a decedent person’s Facebook profile is limited to what is visible 
to friends or the public, except by special request. If the decedent user’s heir is not 
already a Facebook friend, they will not be able to see photos shared only with friends, 
despite being the inheritor of the copyright in said photos.51 Similarly, a liquidator 
seeking to compile all of the content of a Facebook account will be limited to what they 
can see and download, item by item. There will likely be no other way of accessing 
content, although Facebook does state that it may provide some account content to 
immediate family members under certain circumstances. Specifically, the company 
indicates that it may provide access to account information or content “in response to a 
valid will or other legal consent document expressing clear consent.”52 The word “may” 
is important: Facebook requires evidence of being an authorized representative and a 
court order, and yet offers no guarantee of providing access to content.53 The website 
further emphasizes that consideration of such requests will happen “in rare cases.” 

                                            
50 See for example Mazzone, supra note 40 at FN 119 (documenting the account, among others, of a mother 
who asked Facebook to add her as a friend to her decedent 16-year-old son’s profile and was denied). 
51 Ibid at 1651 (inheriting copyright does not necessarily mean inheriting a copy of the thing in which you 
hold copyright); Jonathan J Darrow & Gerald Ferrara, “Who Owns a Decedent’s Emails: Inheritable 
Probate Assets or Property of the Network?” (2007) 10 NYU Journal of Legislation & Public Policy 281 at 
298. 
52  “What Data Can a Legacy Contact Download?” online: Facebook 
<https://www.facebook.com/help/408044339354739> (7 July 2015).  
53 Facebook, supra note 45. See also Kristina Sherry in “What Happens to Our Facebook Accounts When 
We Die?: Probate versus Policy and the Fate of Social-Media Assets Postmortem” (2013) 40 Pepperdine 
Law Review 185 (Facebook promises access to some content and information, but never to the account 
itself). 
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Requests may be made through an online form.54 Content of a memorialized account 
remains subject to the Facebook IP license, making it effectively perpetual. 

In 2015, Facebook introduced the “legacy contact” feature to assist users in managing 
memorialized accounts. This feature allows users to choose someone from their friend list 
to act as a legacy contact after their death. The legacy contact cannot log into the account 
or make changes to its settings, but can manage the profile in some limited ways. 
Specifically, the legacy contact can change the profile photo, pin status updates to the 
profile wall (for example, an update announcing memorial services), and respond to 
friend requests.55 This way, family members and friends who had not yet connected with 
a user before her death can still see photos and other posts available only to “friends” if 
the legacy contact accepts their friend request. The feature has been available since 12 
February 2015 to American users and since at least 3 June 2015 to Canadian users, with 
plans to eventually extend the service to all users.56 

In addition, a user may choose to allow the legacy contact to download some of their 
account content into an archive. This process provides a straightforward way for a 
liquidator to compile most of the IP content contained within a Facebook profile. The 
archive option allows the legacy contact to create an archive of uploaded photos and 
videos, wall posts, profile and contact information, events, and the profile friends list. 
The archive will not include private messages, pokes, security and settings information, 
or ads that had been clicked by the decedent account-holder.57 While the legacy contact 
will have the ability to download an archive of this content, she may not necessarily hold 
its copyright. It would be worthwhile for people drafting their wills to consider making 
an heir or liquidator their legacy contact in order to facilitate the collection of their digital 
assets. This may not be possible, however, as a liquidator or heir who is not a Facebook 
user cannot be made legacy contact; only existing Facebook friends can become the 
legacy contact for a given account. 

b. Deleting an account 

Deletion of the account is the second option Facebook offers to deal with the accounts of 
decedent users. When an account is deleted, all content of the account is permanently 
removed from Facebook. This does not include personal messages sent to other users, 
which are saved in those other users’ accounts.58 Only immediate family members or 
liquidators can request the deletion of an account, and documentation such as proof of 

                                            
54  See “Requesting Content From a Deceased Person’s Account” online: Facebook 
<https://www.facebook.com/help/contact/398036060275245> (7 July 2015). 
55  See “What is a Legacy Contact?” online: Facebook 
<https://www.facebook.com/help/1568013990080948> (7 July 2015) 
56  See Facebook “Press Release (12 February 2015)” online: Facebook 
<http://newsroom.fb.com/news/2015/02/adding-a-legacy-contact/> (7 July 2015).  
57  See “What Data Can a Legacy Contact Download?” online: Facebook 
<https://www.facebook.com/help/408044339354739> (7 July 2015). 
58  See “Deactivating & Deleting Accounts” online: Facebook 
<https://www.facebook.com/help/359046244166395/> (7 July 2015). 
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authority is required to do so.59 Deleting an account is the most effective way to terminate 
the Facebook IP License, although Facebook will maintain rights over the content shared 
by other users. When making a legacy contact request, a user may also specify to 
Facebook that she prefers to have her account deleted after their death.60 With this 
feature, Facebook extends some control to users to manage their account after their death. 
Users can express their wish to have their account deleted.61 They can also facilitate 
collection of their Facebook photos and other content through allowing the legacy contact 
the ability to download an archive of the account content, as previously mentioned. Any 
pages administered by a decedent will be deleted when their profile is memorialized or 
deleted, even if the account-holder has nominated a legacy contact. 

B. From intellectual to digital property 

This section will explore the changes to Facebook’s functioning or to the applicable legal 
regime that would take place if the digital files it holds were considered moveable 
property. That is, if Facebook holds not only a copyright license, but also an item of 
personal property, what would or should Facebook be allowed to do with this property? 
Would this transform the agreement Facebook has with its users into a form of deposit 
contract? What would be the implications of such a transformation? In order to explore 
these questions, this section will undertake a thought experiment where we imagine that a 
digital photo uploaded on Facebook is an item of personal property, and not only the 
object of intellectual property. In addition to the implications for successions discussed 
below, ascribing personal property rights to digital files may have some unintended 
consequences, especially if these rights are intended as a pro-user measure. 

Facebook users retain copyright over the digital asset they upload onto their profile and 
associated pages onto the social-networking website. In doing so, in conformity to 
Facebook’s terms of service, they also grant Facebook a license to use the IP content, 
which will be revoked should they delete their account, providing no other user shared 
the material on their own profile. If each copy of a digital asset represents an individual 
item of personal property, then when Facebook exercises its right to reproduce the 
asset—in conformity with its IP license—it will fully own the resulting copy as an item 
of personal property. Facebook indicates it will delete all digital assets following the 
deletion of the associated account.62 But if Facebook owns a distinct item of property, it 
could easily justify preserving its own copies of these assets on that basis, even with the 
deletion of the account. The company will be limited in what it can do with the asset by 
its terms of service and privacy policies (over which they have full control), and 

                                            
59  See “Special Request for Deceased Person’s Account” online: Facebook 
<https://www.facebook.com/help/contact/228813257197480> (7 July 2015) (“[p]lease note that we require 
verification that you are an immediate family member or executor for account removal or special 
requests”). This may require obtaining a letter of verification as per art 892 CCP.  
60  See “About Memorialized Accounts” online: Facebook 
<https://www.facebook.com/help/1506822589577997/> (7 July 2015). 
61 See Sherry, supra note 53 at 246 (such “check-a-box” provisions being a useful way forward, not least 
for encouraging users to read the terms of service in order to select their post-mortem account preferences). 
62 Facebook, supra note 58. 
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intellectual property law. This scenario involves Facebook exercising more proprietary 
control over its users’ digital assets than it currently has. Setting aside this issue for now, 
we will look at two scenarios that may arise in the context of succession involving digital 
assets uploaded onto the social-networking website: when a user makes no provisions 
regarding the fate of these assets in prevision of her death (1.), and when the user 
indicates whether or not her digital assets stored on her Facebook should be included in 
her succession (2.). 

1. Default regime 

Let us imagine that a Facebook user suffers an untimely death, and that her sole legal 
successor, who is not herself a Facebook user, wants to gain access to the digital assets 
stored onto the decedent’s account. The decedent made no arrangement, legal or 
otherwise, in prevision of her demise. In conformity its policy, Facebook memorializes 
the account. Let us finally assume that no self-help measures can satisfy the successor, 
such as contacting the decedent’s Facebook friends and asking them to retrieve the assets 
for her, or contacting the decedent’s legacy contact for that purpose. Not only does the 
successor should inherit any intellectual property associated to these assets, she also 
considers herself entitled to the copies themselves. Facebook provides little option for the 
successor to access the digital assets: she can request access using Facebook’s online 
form,63 and will likely require a court order to support her request, such as an injunction.64 
Following the notion of digital property and encouraged by her avid reading of recent 
legal scholarship, the successor may be tempted instead to interpret Facebook’s terms of 
service as a contract of deposit, and request that Facebook delivers all digital assets as 
part of their obligations as a depositary. If we consider the individual copies of digital 
assets as items of personal property, then when the user uploads them to Facebook, they 
could be forming a deposit contract.65 The formation of a deposit contract requires the 
fulfilment of three conditions: there must be a depositor (a person who hands over a 
thing), there must be a depositary (a person who takes control of a thing, with the 
intention of later returning the thing), and the thing must be movable property.66 

If we assume that a digital file is indeed a moveable property, as the notion of digital 
property suggests, the third condition would be fulfilled.  To finalize the contract of 
deposit, it is essential for a good to be delivered to finalize the contract of deposit.67 
                                            
63 See Facebook, supra note 54. 
64 See Facebook, supra note 45 (“[i]n rare cases, we consider requests for additional account information or 
content. You’ll be required to provide proof that you’re an authorized representative (or family member) 
and a court order”). See also Rosa Marchitelli, “Apple Demands Widow Get Court Order to Access Dead 
Husband’s Password,” CBC News (18 January 2016), online: CBC 
<http://www.cbc.ca/news/business/apple-wants-court-order-to-give-access-to-appleid-1.3405652> (15 
February 2016). 
65 CCQ (in a deposit contract, “a person, the depositor, hands over movable property to another person, the 
depositary, who undertakes to keep it for a certain time and to restore it to him,” art 2280). 
66 See La Référence, Commentaire sur l’article 2280 CCQ. 
67 CCQ (“[h]anding over of the property to be deposited is essential to perfect the contract of deposit. 
Fictitious handing over is sufficient where the depositary already has detention of the property under 
another title,” art 2281). 
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When the user uploads a digital file to Facebook, does she hand over a good to 
Facebook? Let us first assume that the user kept a copy of the file on a device of her own, 
say a smartphone. Considering Prof. Moyse’s argument that the existence of a property 
right in a digital file depends on its utility, a new good is created whenever a user uploads 
a file onto the social-networking website: she owns a copy of the file on her smartphone 
for her personal enjoyment, and she has uploaded (and created) a second one to 
Facebook, for the company to use for the purpose of social networking. Two copies of 
the same file, having different utilities, translate into two different goods. If this is true, 
then it could be said that the user (the depositor) has delivered a good to Facebook (the 
depositary). Assuming digital property, the main issue is to determine whether Facebook 
and its users can be considered as depository and depositors, respectively. 

When the user uploads a digital file, Facebook certainly takes some control of it, but does 
it do so with the intent of returning it? Facebook may not see itself as being in the 
business of storing people’s stuff, even if it does in practice. A Facebook account can be 
accessed from any computer, and all of the content that has been uploaded can be viewed, 
manipulated, and even downloaded regardless of if the account holder is still in 
possession of the original files. If the user loses copies of photos she uploaded onto her 
profile, for example, she could easily download them from the social-networking website. 
Facebook’s approach to deactivated accounts illustrates how its operations can resemble 
a service of deposit. When an account is deactivated, Facebook saves the profile 
information in case the user wants to reactivate the account at some point. If an account is 
reactivated, the profile is restored in its entirety, including uploaded files.68 These 
circumstances closely replicate the conditions of a deposit contract: Facebook (the 
depositary) promises to store the content of the account (including the uploaded digital 
files) until the individual (the depositor) reactivates it, at which point Facebook returns 
the content of the profile. While Facebook may not intend for its service to be treated as 
storage, many users may indeed use their profiles as a way of displaying and storing 
photos. Using the social-networking website for the latter does not preclude the former. If 
a user’s content is considered personal property to be included in the succession, it could 
be accessible to her heirs. 

Facebook may protest the characterization of its service as being one of deposit on 
several grounds, including their inability to return an equivalent good, and more generally 
as an interpretation running contrary to their terms of service. Deposited goods may be 
fungible,69 which means that returning an equivalent file would be sufficient to satisfy the 
depositary’s obligation, but Facebook could argue that it cannot do so: the digital files 
stored on the website can be of a lesser quality than when originally uploaded, such as 
photos having a lower resolution than their originals when displayed on Facebook. 
Facebook might argue that their inability to return files of equivalent quality shows 
neither does the company nor its users intend to enter a deposit contract. Facebook may 
also argue that its terms of service do not aim to form a deposit contract. For example, 
section 2.2 states that “[w]hen [the user] delete[s] IP content, it is deleted in a manner 
                                            
68  See “Deactivating, Deleting & Memorializing Accounts” online: Facebook 
<https://www.facebook.com/help/359046244166395/> (11 November 2014). 
69 See Porterlane Investments Ltd. c. Chambre des notaires du Québec, 2010 QCCA 813, J.E. 2010-855. 
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similar to emptying the recycle bin on a computer. However, [the user] understand[s] that 
removed content may persist in backup copies for a reasonable period of time (but will 
not be available to others).”70 Facebook could argue that this section discredits the deposit 
interpretation, since it does not “return” the uploaded content when the user deletes it, 
and neither does Facebook deletes the digital file when the user downloads it elsewhere. 
Of course, a contract can be qualified as a deposit contract even if not identified as such, 
what matters is the intent of the depositor.71 Furthermore, Facebook’s terms of service are 
a unilateral contract, so its terms may be interpreted in Alice’s favour. Such efforts at 
qualification under the CCQ may ultimately prove fruitless, however, considering 
Facebook’s terms of service provides that “[t]he laws of the State of California will 
govern [them], as well as any claim that might arise between [a user] and [Facebook], 
without regard to conflict of law provisions.”72 Unless Quebec legislation intervenes to 
overcome such provisions, for example through consumer law, our civil law may prove 
of limited help to interpret Facebook’s terms of service. 

2. Instructions 

Let us now imagine that a deceased Facebook user made specific provisions in a valid 
will for all of the files she uploaded onto her profile to be delivered to her sole successor. 
The simplest way for the user to ensure that her testamentary wishes were carried out 
would be to nominate her sole successor as her legacy contact, providing she has a 
Facebook account of her own. If the user failed to nominate a legacy contact, and 
assuming her successor cannot resort to self-help measures, her successor will have to 
present a request to Facebook to access the digital files, supported by a court order. She 
could also initiate more costly procedures to have the terms of service interpreted in a 
more advantageous fashion, with little assurance of success. The will, however, could 
certainly help present the case to Facebook that the deceased user intended to share the 
digital files with her heir, and dispel any opposition on privacy grounds. Conversely, if 
the user indicates in her will that she does not wish her digital files to be shared with 
anyone, except those who already have access to them in conformity with her privacy 
settings, her successor will have much greater difficulty to convince Facebook or a court 
that she should have access to them. 

                                            
70 Facebook, supra note 34 s 2.2. 
71 See La Référence, Commentaire sur l'article 2280 CCQ (“[l]e titre donné à un contrat importe peu. 
L'intention du déposant est un élément plus important à considérer que le libellé du contrat ou son 
intitulé”). 
72 Facebook, supra note 34 s 15.1. The deposit thesis could survive under common law. Jonathan Darrow 
and Gerald Ferrara argue that email can be seen as a contract of bailment in common law jurisdictions. 
They insist it would be reasonable to find contractual terms that limit the rights of heirs with respect to 
emails void on the basis of public policy, and look to warehouse law and safety deposit box law to 
exemplify their point. See Darrow & Ferrara, supra note 51 at 308-314. But see Rebecca G Cummings, 
“The Case Against Access to Decedents’ Emails” (2014) 15 Minn JL Sci & Tech 897. 
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III.  A VIRTUAL AFTERLIFE 

Technology has long been part of rites surrounding death. Post-mortem photography, for 
example, counts among the more curious practices of the second half of the nineteenth 
century. Upon the death of a loved one, family members would gather for one last photo-
shoot with the decedent. The body would often be arranged as to appear alive or resting, 
sometimes by dissimulating apparatus beneath the clothes that would set it in an upright 
position. A serene and calm expression gave indication of a good afterlife, and the 
portrait that celebrated it also showed that the survivors had given proper to the body.1 
But the potential of technology and death extended well beyond memorialization. Just as 
the industrial revolution entered its final phase, Western societies underwent a revival of 
mysticism.2 The initiated gathered to study the occult, perform magic rituals, and host 
séances in which mediums would contact the dead. The wide interest for the occult 
related to a concurrent disenchantment with a materialist and deterministic worldview 
deriving from scientific progress. Mysticism fulfilled a desire to re-introduce faith and 
mystery into one’s life. To this end a number of scientists, inventors, and intellectuals 
sought to reconcile modern science with ancient beliefs, notably by providing empirical 
evidence of life after death. Technology would play a central role in this endeavour: since 
new technologies such as the telephone or telegraph already collapsed physical distance, 
many believed within their potential to collapse spiritual distance and allow 
communication with the dead.3 Even Thomas Edison gave credence to the idea: 

 [I]f personality exists, after what we call death, it is reasonable to conclude that 
those who leave this earth would like to communicate with those they have left here. 
Accordingly, the thing to do is to furnish the best conceivable means to make it easy 
for them to open up communication with us, and then see what happens.4 

While post-mortem photography and Edison’s work on an apparatus that would allow 
him to communicate with the dead may seem bizarre today, they took part in honouring 
the decedent with a ‘good’ death: at peace, surrounded by loved ones, long remembered. 

Today technology still furnishes some of the best conceivable practical and symbolic 
means to cope with the passing of a loved one, and to allow the dead (in some way) to 
communicate with the living. It can honour the passing of a loved one and extend her life 
by supporting the realization of her final wishes. But while much of our life now involves 
digital assets we may wish to pass on to our heirs when we die, the online service 
providers (OSPs) on which we depend for accessing and using these assets may restrict or 

                                            
1 Audrey Linkman, Photography and Death (London: Reaktion Books, 2011) at 14-18. 
2 See generally Cathy Gutierrez (ed), Occult in Nineteeth-Century America (Aurora: Davies Group, 2005); 
Alex Owen, The Place of Enchantment: British Occultism and the Culture of the Modern (Chicago: 
University of Chicago Press, 2004). 
3 See Alex Goody, Technology, Literature and Culture (Cambridge: Polity Press, 2011) at 9-10; Pamela 
Thurschwell, Literature, Technology and Magical Thinking, 1880-1920 (Cambridge: Cambridge University 
Press, 2001) at 15, 23, 87. 
4 Thomas A Edison, The Diary and Sundry Observations of Thomas Alva Edison (New York: Philosophical 
Library, 1948) at 234. 
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even deny the digital inheritance. Establishing the circumstances of a good death does not 
depend only on technological limits, but legal ones as well. 

This section will explore how diverse OSPs assist and handle succession. The present 
section will describe the death-responses of several OSPs by reference to the terms of 
service that govern relationships between OSPs and users. We break down OSPs into two 
categories: general service providers—primarily email and social media services—and 
digital legacy service providers—OSPs that offer online services specific to managing 
death and successions. These terms of service are often concluded in click-wrap 
contracts, and often go unread by service users.5 Contractual provisions relating to death, 
to transfer and sharing of account privileges, and to property rights can reveal how these 
communities plan to deal with the deaths of their members. OSPs have not taken a 
uniform approach to the passing of one of their users: they formulate different responses 
to death depending on the type of service they offer and the type of community they 
support. While the previous section offered an in-depth look at the policies and practices 
of one online community, namely Facebook, this section surveys trends by looking at the 
disclosed practices of multiple services. We will begin by describing digital legacy 
services (A.). We will then consider some of the ways in which both types of online 
services might raise special difficulties in the succession context (B.). 

A. Services for the online dead 

In recent years an increasing number of OSPs offer services specific to digital legacy and 
succession, or have integrated them to their business model. The terms of service drafted 
by OSPs such as Google and Yahoo provide good examples of the latter, especially to 
showcase the diversity of approaches with which OSPs can address the management of a 
decedent’s digital assets (2.). As for digital legacy services, they can assure for oneself 
the circumstances of a ‘good’ death, and their functionality could provide practical 
assistance for the administration and liquidation of a succession (1.). 

1. Digital legacy services 

PasswordBox6 offers a service that compiles, saves, or generates users’ usernames and 
passwords. The user first creates an account with PasswordBox to establish a “Master 
Password”, which is required to use the service. The user then downloads the 
PasswordBox application to their web browser or Internet-enabled device. The 
application prompts the user to fill in their Master Password; once logged in, the user 
saves usernames and passwords for all their online accounts and subscriptions (for 
convenience’s sake, the user can also permit the application to do so automatically). Once 

                                            
5 There is now an online community called “Terms of Service; Didn’t Read” (ToS;DR) dedicated to 
abbreviating and rating the terms of service of a wide range of popular online services such as Google and 
Facebook. ToS;DR offers a web browser extension that informs users of key positive and negative points of 
the terms of service of the websites they browse: online, Terms of Service; Didn’t Read 
<https://tosdr.org/about.html>. 
6 PasswordBox was bought by Intel Security in December 2014. 
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PasswordBox has stored all of the user’s existing account details, the user only needs to 
remember one password—her Master Password—for all her online accounts and 
prescriptions. PasswordBox can create encrypted passwords for new accounts opened. 
The major risk with this system is human error: if the user forgets her Master Password, 
there is no way for her to retrieve it.7 

PasswordBox presents two elements of interest with regard to a user’s passing: the 
Legacy Locker feature, and the transfer of digital assets. The Legacy Locker feature 
allows a user to name a trusted person to receive access to the user’s online accounts after 
her death. Passwords will not be transferred until the OSP validates a death certificate, 
provided by the designated “digital heir”. The digital heir has to accept the position 
before the user’s death. Users can make use of this password-sharing feature before their 
death, securely sharing access to individual accounts with friends or colleagues via 
email.8 As for the transfer of digital assets, PasswordBox’s terms of service state that it 
allows the user 

to transfer the login information of your important digital assets such as websites, 
email accounts, social media accounts and sharing sites (collectively “Digital 
Assets”) to your designated heirs (“Heirs”). Upon your death, your Heirs are 
responsible for contacting PasswordBox and providing necessary proof of death such 
as a death certificate and identification before being granted access to your Digital 
Assets in accordance with the instructions contained in your account. PasswordBox 
will verify your death certificate with the relevant authorities to avoid fraud. You 
may change, modify, revoke or delete your Heirs at anytime by logging into your 
account.9 

The terms also translate things users can have PasswordBox do—share account 
information with friends or colleagues before or after the user’s death—into a broad 
license: 

To the extent you select the options in your account enabling PasswordBox to 
transmit such Personal Content to other persons, you hereby grant PasswordBox a 
worldwide, non-exclusive, royalty- free, sublicenseable and transferable license to 
use, reproduce, distribute, prepare derivative works of, display the Personal Content 
you provided on the Website in the performance of the Services and in accordance 
with your Instructions. You also hereby grant each user of the Service or Website, 
including your Heirs, a non-exclusive license to view the Personal Content and to 
use, reproduce, distribute, display and perform such Personal Content as permitted 
through the functionality of the Website and in accordance with your Instructions.10 

Other than these few acknowledgements that third parties will be involved in the user’s 
enjoyment of the service, most of the rest of the terms address only the user (for example, 

                                            
7  “FAQs for PasswordBox: Master Password”, online: Intel Security 
<http://customersupport.mcafee.com/FAQDocument.aspx?lc=1033&id=IN10008>. 
8 See “What You Should Know About Sharing A Password,” online: PasswordBox Blog 
<https://blog.passwordbox.com/category/sharing/>. 
9 “Terms of Service,” s 1, online: PasswordBox <www.passwordbox.com/terms>. 
10 Ibid. 
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“You agree to accept responsibility for all activities that occur under your account or 
from your hardware device”).11 The terms also contain quite a robust arbitration clause: 
the laws of Ontario apply to the contract if concluded in Canada.12 

Afternote’s sweet-looking logo softens the image of its death-focused service. Aiming “to 
inspire people to reflect on precious moments in their lives and allow them to consciously 
think about their wishes for their final farewell and legacy,”13 Afternote allows its users to 
create on the web an audio-visual will and testament, with elements of a journal.14 Users 
can “digitally store [their] life story, leave messages to loved ones and record [their] last 
will in one safe place.”15 Users can name up to three Trustees who will be able to access 
the user’s Afternote account after her death. According to its homepage,16 Afternote users 
are prompted to include information such as their wishes, from their funeral arrangements 
to the fate of their social media profiles, making the uploaded content seem like an 
informal will. Afternote’s Terms bind both the User and the Trustee, who is defined as 
the “User of the Service who is also the person to whom permission is granted by User to 
[look into] the account after his or her decease.”17 Article 2 addresses both User and 
Trustee: “User or Trustee will administer the credentials to use the Service given by 
Afternote with due care. It is not permitted to disclose the credentials to third parties.”18 
Unlike Deathswitch’s or Instagram’s Terms, discussed below, which do not distinguish 
between trustworthy and untrustworthy third parties, Afternote’s Terms attribute to the 
User “the responsibility ... to select a Trustee that he or she trusts” 19—and Afternote 
assumes that it can trust that person, too. It is parties other than these two who are 
excluded from the contract. Even then, Afternote seems to recognize that there could be 
legitimate reasons for a transfer of usage rights to someone other than the User or the 
Trustee who initially consented to the terms: “[w]ithout Afternote’s prior permission, 
User or Trustee is not allowed to transfer the rights and obligations under the Agreement 
to a third Party. The permission can [be] subject to additional provisions, for example the 
provision that the transfer must be made free of charge.”20 

Afternote’s Terms also deal with the risk that the profile created by the user may too 
closely resemble an actual last will and testament: 

User and Trustee acknowledge that Afternote is a platform on which User can, 
among others, record last requests. The intention is to have Trustee follow up those 
last requests and/or to inform Trustee. Furthermore, User and Trustee acknowledge 
that although those last wishes are deemed legally binding within some jurisdictions, 

                                            
11 Ibid s 4. 
12 Ibid s 10. 
13 “About Afternote”, online: Afternote <https://www.afternote.com/about-afternote>. 
14 Video wills are not valid in Quebec; Afternote’s Terms encourage its users to investigate the legality of 
video wills in their jurisdiction. See Part C, below, for more details. 
15 “About Afternote”, supra note 13. 
16 <www.afternote.com>. 
17 “General Terms and Conditions”, s 1.5, online: Afternote <https://www.afternote.com/terms-and-
conditions>. 
18 Ibid s 2.6. 
19 Ibid s 5.4. 
20 Ibid s 9.2. 
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in other jurisdictions those last wishes can be subject to notarization and/or other 
procedural requirements before being legally binding. Afternote and/or Trustee is 
not obliged to follow up the last requests and wishes. These last requests and wishes 
cannot be deemed a third-party clause, mandate or any other obligation on the part of 
Afternote and/or Trustee.21 

This clause reminds users and trustees that there are legal repercussions to succession that 
may or may not overlap with what the user has left to her friends and heirs on the site. 
Dutch law applies to the interpretation of the contract. 

If Afternote allows the sentimental internaut to leave a digital legacy tailored for their 
loved ones, Deathswitch caters to the paranoiac. Once the user has made an account, 
Deathswitch will send her emails as frequently as she chooses, for the purpose of making 
sure the user is not dead. If the user ever fails to reply, Deathswitch will send emails 
prewritten by the user to designated recipients. These emails could contain passwords, 
safety deposit box numbers, business secrets, or revelations of passions long hidden.22 
Deathswitch’s terms of service are opaque and onerous. The full name of its business is 
“Information Immortality, LLC Deathswitch”, and whoever drafted the terms chose not 
to abbreviate it in order to alleviate the text. Accordingly, the contract between service 
provider and service user is often hard to parse. This editorial weakness tends to 
obfuscate the extent to which Deathswitch’s Terms of Service limit the OSP’s liability: in 
tort or contract; for damages compensatory, punitive, exemplary, or otherwise; resulting 
from use, misuse, or reliance on the service; etcetera.23 The Terms are governed “by the 
laws of the United States and the State of Texas without regard to its conflicts of laws 
principles,” and the user consents to “personal jurisdiction and venue” in a State court of 
Texas.24 Moreover, users are forbidden from “impersonating” any other person,25 which 
suggests that Deathswitch’s creators want individuals to open and use their own personal 
accounts only. However, the Terms demand that users report any “unauthorized use of 
your password or account,”26 which could indicate that Deathswitch acknowledges 
possible authorized uses of the user’s account by another individual. 

2. General service providers 

Instagram is a social media platform on which users post photos taken with their phones 
or other devices for the consumption of friends and followers. Instagram’s terms of 
service contains no provision applicable to a user’s death. They clearly assert, however, 
that the user is not permitted to transfer her account in any case:  

You are responsible for any activity that occurs through your account and you agree 
you will not sell, transfer, license or assign your account, followers, username, or 

                                            
21 Ibid s 5.5 [emphasis added]. 
22 See “Deathswitch”, online: Deathswitch <https://deathswitch.com/>. 
23 “Information Immortality LLC Deathswitch Terms of Service”, online: Deathswitch 
<http://www.deathswitch.com/terms.html>. 
24 Ibid. 
25 Ibid. 
26 Ibid. 
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any account rights. With the exception of people or businesses that are expressly 
authorized to create accounts on behalf of their employers or clients, Instagram 
prohibits the creation of and you agree that you will not create an account for anyone 
other than yourself.27 

These terms expressly proscribe any transfer of the account, including by succession.28  

Instagram’s terms have not moved past the denial stage of their eventual users’ demise. 
This is interesting, as the content that users post on their site is obviously copyrighted: 
photos taken by the user.29 Accordingly, an heir may well desire continued access to this 
material after the user’s passing. Instagram’s Terms state that the contract is deemed to 
be “governed by and construed in accordance with the laws of the State of California, 
without giving effect to any principles of conflicts of law.”30 The Terms include an 
arbitration clause. A user can choose to opt out of arbitration, but those who do must 
consent to bring any disputes to the courts of Santa Clara Country, California. It should 
be noted that termination of an Instagram account does not necessarily remove the user’s 
content from the website: 

If we terminate your access to the Service or you use the form detailed above to 
deactivate your account, your photos, comments, likes, friendships, and all other data 
will no longer be accessible through your account (e.g., users will not be able to 
navigate to your username and view your photos), but those materials and data may 
persist and appear within the Service (e.g., if your Content has been reshared by 
others).31 

Yahoo includes in their terms of service an interesting clause, unique among the many 
terms of service of major online services that we surveyed. Yahoo acknowledges that its 
users may pass away leaving open accounts, but explicitly denies their right to transfer 
their account to an heir: 

No Right of Survivorship and Non�Transferability. You agree that your Yahoo 
account is non�transferable and any rights to your Yahoo ID or contents within your 
account terminate upon your death. Upon receipt of a copy of a death certificate, 
your account may be terminated and all contents therein permanently deleted.32 

Yahoo also reserves the right to, “without prior notice, immediately terminate, limit your 
access to or suspend your Yahoo account, any associated email address, and access to the 

                                            
27 “Terms of Use”, Basic Terms, s 3, online: Instagram <https://instagram.com/about/legal/terms/>  
[“Instagram Terms”]. 
28 At the closing of the succession, the property of the decedent becomes the property of the heirs. This is a 
transfer of property. See art 780 CCQ: “The patrimony of the deceased is separate from that of the heir by 
operation of law until the succession has been liquidated.” 
29 Instagram licenses but does not own the Content posted by users. Instagram presumes that the posted 
Content is owned by the user; there are mechanisms for copyright owners to grieve copyright infringement 
by users. See “Instagram Terms”, supra note 24 s 1. 
30 Ibid at Governing Law and Venue. 
31 Ibid. 
32  “Yahoo! Terms of Service”, s 28, para 4, online: Yahoo! 
<https://info.yahoo.com/legal/us/yahoo/utos/terms/>. 
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Yahoo Services.”33 That said, Yahoo also informs its users that it will comply with legal 
requests to access your account: 

You acknowledge, consent and agree that Yahoo may access, preserve and disclose 
your account information and Content if required to do so by law or in a good faith 
belief that such access preservation or disclosure is reasonably necessary to: (i) 
comply with legal process; (ii) enforce the TOS; (iii) respond to claims that any 
Content violates the rights of third parties; (iv) respond to your requests for customer 
service; or (v) protect the rights, property or personal safety of Yahoo, its users and 
the public.34 

This warning seems as though it would cover a family’s or business’s request for access 
to an account after the user’s death—except that, upon presentation of a death certificate, 
Yahoo intends to delete the contents of the account. In theory, then, a loved one seeking 
access to the account and its contents would need both an injunction to stop Yahoo from 
closing the account and a writ of seizure requesting access to the decedent’s digital 
property. 

Millions use Google’s services daily: Gmail, Google Plus, Google Drive, and YouTube, 
not to mention the classic search engine. A set of terms and privacy agreements governs 
all of these services.35  In one of such agreements, Google has recently added a feature 
called Inactive Account Manager. Google’s “account inactivity” seems to euphemize 
death, since the Inactive Account Manager is quite similar to Deathswitch. Users of 
Google services can set up an alert system if their account is not accessed for a given 
period of time. Google first sends the user an alert (by SMS and email) and then finally 
alerts a trusted contact chosen earlier by the user. Google sends a message to the trusted 
contact that can be as simple as letting the contact know that the account has not been 
used lately, or as important as granting him or her access to one or more of the user’s 
Google services.36 It seems fitting that Google would create its own digital legacy service 
rather than encourage its users to rely on a death switch developed by another company. 

A few years ago, a fictional online news item claimed that actor Bruce Willis planned to 
sue iTunes in order to ensure that he had the right to bequeath his iTunes library to his 
children.37 Though it turned out to be false, the story was plausible: Willis is indeed a 
notorious digital music collector whose library would be worth a great deal to his 
children; at the time, iTunes made no allowances in their terms of service for transferring 
a user’s account or files to an heir. Perhaps in response to this data storm in a teapot, 
iTunes has since added this nugget to their terms: 

                                            
33 Ibid s 15, para 2. 
34 Ibid s 6, para 4. 
35 YouTube is now affiliated with Google, as indicated in YouTube’s Terms: “In order to access some 
features of the Service, you will have to create a YouTube or Google Account. You may never use 
another's account without permission” (“Terms of Service”, s 3.A, online: YouTube 
<https://www.youtube.com/static?gl=CA&template=terms>). 
36  See “About Inactive Account Manager”, online: Google 
<https://support.google.com/accounts/answer/3036546?hl=en>. 
37 See Wong, supra note 10 at 705. 
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3. Transfer. You may not rent, lease, lend, redistribute or sublicense the Apple 
Software. You may, however, make a one-time permanent transfer of all of your 
license rights to the Apple Software to another party, provided that: (a) the transfer 
must include all of the Apple Software, including all its component parts, original 
media (if any), printed materials and this License; (b) you do not retain any copies of 
the Apple Software, full or partial, including copies stored on a computer or other 
storage device; and (c) the party receiving the Apple Software reads and agrees to 
accept the terms and conditions of this License.38  

Users now have the right to transfer licensing rights to their entire library as one legacy to 
one heir or legatee. Note that this feature lacks flexibility: Mr. Willis, or someone like 
him, could not divide his collection between his children, bequeathing his music to one 
child and his films to another. Neither do the Terms seem to admit holding the account in 
indivision: the transfer must be made to “another party” in the singular. 

B. A good digital death 

The patchwork of rules applicable to a decedent’s digital patrimony can be complex 
indeed; parties marshal contract law, intellectual property law, succession law, and 
property law—not to mention technological design—to set the framework regulating the 
access, use, and succession of digital assets. While most OSPs maintain that their users 
retain rights over digital assets, they keep rigorous control over the means to access them, 
and in some cases attribute themselves the right to dispose of them in certain 
circumstances. For example, Facebook’s and Yahoo’s terms clearly state users retain 
ownership of any material they upload onto their servers, but the former forbids users to 
share their password with others, and the latter can terminate and delete an account when 
its user dies. Terms-of-service agreements can significantly restrict the use of digital 
assets after the passing of a user. Moreover, most of these terms include a choice-of-law 
provision that limits recourse to Quebec law in order to resolve any dispute with the OSP 
(1.). Given such difficulties, in recent years a number of American state legislators have 
intervened to provide successors and liquidators affirmative power to access at least some 
of a decedent’s digital assets (2.). We end the present section with some practical advice 
about digital inheritance (3.). 

1. Terms-of-service agreements in succession 

A person’s succession opens at the moment of her death, at which time the heirs are 
collectively seised of the undivided patrimony of the decedent. Despite having seisin, the 
latter’s patrimony remains separate from the heirs’ until the liquidation of the 
succession.39 Until then, the liquidator administers the decedent’s patrimony for the 
benefit of the succession. The testator can specifically name a liquidator in her will, or 
the heirs can choose one.40 The duties of the liquidator consist 
                                            
38  “Software License Agreement for iTunes”, s 3, online: Apple 
<http://images.apple.com/legal/sla/docs/iTunes.pdf> [“iTunes Terms”, emphasis added]. 
39 Art 625, 780 CCQ. 
40 Art 777, 785 CCQ. See also art 779, 784 CCQ. 
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in identifying and calling in the successors, determining the content of the 
succession, recovering the claims, paying the debts of the succession, whether these 
be debts of the deceased, charges on the succession or debts of support, paying the 
legacies by particular title, rendering an account and delivering the property.41 

Within the limits set by the Civil Code, the testator can extend or restrict the powers of 
the liquidator.42 Assuming the will does not provide otherwise, the liquidator administers 
the succession and is charged with the simple administration of its property.43 The simple 
administrator must, among other things, preserve the property and maintain its ordinary 
use, and claim its fruits and revenues.44 The liquidator can also alienate property of the 
succession with the consent of the heirs or, otherwise, the authorization of the court. She 
also “realizes the property of the succession to the extent necessary to pay the debts and 
the legacies by particular title.”45  

Service providers such as Afternote, PasswordBox, and Deathswitch can help an 
individual plan the circumstances of her passing, but a testator should ponder their legal 
effects, or lack thereof. An Afternote video does not fulfill the formal requirements of a 
holograph will. Testators wishing to leave a purely video or audio account of their final 
wishes can, at present, only hope that the Civil Code’s preference for writing over other 
forms of communication will be the subject of a future law reform: at present, the CCQ 
formally requires notarized, witnessed, and holograph wills to be written—some by 
hand—and signed by hand.46 The formal requirements of a holograph will exist primarily 
in order to ensure the authenticity of the testator’s wishes. Perhaps as video wills become 
a more viable and desirable alternative to written testaments—and perhaps as encryption 
technologies make electronic documents more secure—the law may permit testators to 
leave their last wishes in this form. We can imagine, however, that a good-quality video 
might provide fodder for the contestation of a will.47 Given that the testator’s intentions 
are of utmost import in the interpretation of wills,48 a judge hearing a successions dispute 
might be reluctant to ignore clear evidence of those intentions. Should a testator use 
services such as Afternote, she should do so consistently with the testament. 

Obviously, succession law remains the same whether or not the decedent’s patrimony 
includes digital assets. These assets will be part of the decedent’s patrimony, and the 
liquidator will be in charge of administering it until the liquidation of the succession, 
after which it will be transferred to the heirs. The heirs may also inherit some of the 
contractual rights and obligations of the decedent: 

1441. Upon the death of one of the parties, the rights and obligations arising from a 
contract pass to his heirs, if the nature of the contract permits it. 

                                            
41 Art 776 CCQ.  
42 Art 778 CCQ.  
43 Art 802-04 CCQ. 
44 Art 1301-05 CCQ. 
45 Art 804(1) CCQ. 
46 Arts 712, 713, 717 (notarial will), 726 (holograph will), 727-729 (wills made in the presence of 
witnesses) CCQ. 
47 Arts 763-771 (revocation of wills and legacies), 772-775 (proof and probate of wills) CCQ. 
48 Art 737 CCQ. 
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1442. The rights of the parties to a contract pass to their successors by particular title 
if the rights are accessory to the property which passes to them or are closely related 
to it.49 

However, we have seen that many such agreements restrict the possibility of transferring 
an online account to heirs, let alone allow anyone else to access it, and therefore limit the 
application of the above articles. If the decedent had a paid subscription to an application 
through iTunes for which she made monthly payments, for example, the liquidator would 
have to either ensure that those payments continue to be made or cancel the subscription. 
But the heirs could not continue to use a decedent’s very successful Instagram account 
for their own enjoyment, profit, or to pay homage to its previous user.50 

While the succession would include the decedent’s digital assets, liquidators and heirs 
may still need to retrieve them from online accounts controlled by OSPs. The issue is 
easily resolved when the liquidator can legally, practically, and satisfactorily retrieve the 
decedent’s digital assets without accessing the online account itself. Sometimes, the 
liquidator can have direct access to at least some of the digital assets of the decedent: this 
would be the case, for example, for a liquidator being a ‘friend’ of the decedent on 
Facebook. Being charged with the simple administration of the property of the 
succession, the liquidator can exercise the decedent’s copyright to reproduce these assets, 
and place them in another location to preserve them—providing that she does not violate 
terms of service of her own online account. This solution may prove unsatisfactory, 
however, when the liquidator and the heirs can only retrieve valuable digital assets in 
their integrity by accessing the decedent’s own account, or when the OSP terminates or 
threatens to terminate the account upon having knowledge that its holder passed away. 

The succession will have an easier time retrieving digital assets from online accounts 
when they have means to access them. Owners of digital assets should put access 
information at the disposal of the liquidator with instructions for the management of 
digital assets. In doing so, account holders must be careful not to violate terms-of-service 
agreements. For example, PasswordBox can ease the management of digital assets by 
providing access information for the decedent’s online accounts. However, its use may 
conflict with the terms of service of other OSPs. Facebook’s Statement of Rights and 
Responsibilities, for example, explicitly forbids users to “share [their] password …, let 
anyone else access [their] account, or do anything else that might jeopardize the security 
of [their] account.”51 While sharing passwords might prove the simplest and most 
effective way to provide access to online accounts after its holder’s demise, it could put 
the user and the succession at risk of violating the terms of service and justify the OSP in 
terminating the account, permanently barring access to the digital assets therein. 
                                            
49 Assuming digital property, one could make the argument that a contractual right of access should be 
considered “closely related to” digital assets. 
50 Instagram’s terms of service offer a way to circumvent such prohibition by allowing “people or 
businesses that are expressly authorized to create accounts on behalf of their employers or clients” 
(Instagram Terms, supra note 27 s 3). The holder of a profitable Instagram account could integrate it to the 
exploitation of a business to allow her heirs to exploit the account after her death as part of the business. 
51  Facebook, Statement of Rights and Responsibilities, s 4.8, online: Facebook 
<https://www.facebook.com/legal/terms> (9 January 2016). 
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Should they have the practical means to access the decedent’s online accounts, can the 
liquidator and the heirs do so without violating a terms-of-service agreement, and risk the 
termination of the account? When the terms of service stipulate that the death of its 
holder terminates the account, as it is the case with Yahoo’s email service, accessing it 
would violate these terms. The situation may differ when terms of service only prohibit 
transfers of account rights, such as the right to access the account, as it is the case with 
Instagram. Indeed, upon the death of the account holder, the heirs are seised of her 
patrimony, including the rights and obligations of the terms-of-service agreement, but the 
liquidator exercises the seisin in their name and for the purpose of the succession. But 
because the patrimony of the decedent remains distinct from the heirs’ until the 
liquidation of the succession,52 any transfer of rights has yet to occur. As a hypothesis and 
strictly for the purpose of discussion, we would argue that a testator can provide her 
liquidator information to access an online account for the purpose of retrieving digital 
assets for the benefit of the succession. When the liquidator does so, for the purposes of 
managing the online account and the digital assets stored therein or to terminate it, she 
exercises the rights established by the terms of service as administrator, and therefore 
would not be in violation of a non-transferability clause. 

That being said, the OSPs can still largely determine the fate of online accounts and 
digital assets in the context of succession. Even admitting the viability of the strategy 
depicted above, Instagram reserves itself the right to terminate an account “for any 
reason, without notice, at any time, and without liability.”53 Moreover, terms of service 
that forbid users to share access information with others severely restricts a testator’s 
options to plan the fate of the digital assets outside of the parameters set by the OSP. In 
these circumstances and providing that they want their digital assets to pass onto their 
heirs, testators have little choice but adapting their last will to these parameters. To 
facilitate the liquidation of the succession, a testator can, for example, make her 
liquidator her Facebook’s legacy contact and her Google’s trusted contact, and provide 
instructions as to the management of those accounts. In other cases, OSPs can leave the 
succession a very limited margin for action. iTunes’ one-time, permanent transfer enables 
digital inheritance, but the testator can only transfer all associated assets to a single 
individual. While a one-time transfer may keep things simple for Apple, its solution can 
generate problems outside of universal legacies. For starter, it can fail to maximize the 
utility of the assets: the transferee may share much, but not all of the transferor’s tastes in 
media. The iTunes transfer can raise its share of complications in a general legacy, in 
which the decedent’s patrimony is divided and shared among the heirs. The transferee 
will have to include the value of unalienable assets—including many she may have no 
interest in—in her share of the patrimony. 

Most terms-of-service agreements include a choice-of-law provision. In the rare event 
that a contract for online services does not specify what law governs it, a Quebec court 
will apply “the law of the State with which the [juridical] act is most closely connected in 
view of its nature and the attendant circumstances.”54 Note, however, that no conflict of 
                                            
52 Art 780 CCQ. 
53 “Instagram Terms”, supra note 24 s 1. 
54 Art 3112 CCQ. 
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laws rule can deprive a consumer from the protection of consumer laws applying to a 
contract he or she has entered into.55 Thus, a consumer who enters into a consumer 
contract with iTunes, for instance, would be able to bring a claim against iTunes under 
Quebec consumer protection law in a Quebec court, despite the fact that California law 
governs the iTunes terms of service.56 In the case of movable property, real rights are 
governed by the place “where the property concerned is situated.”57 

These rules might come under pressure in a situation where the location of a movable is 
unclear—in the case of an Instagram photo, for instance. If we accept that we have real 
rights to our photos—as the notion of digital property affirms—then the issue of where 
those photos are located becomes quite important for the resolution of disputes about 
them.  Succession to movable property “is governed by the law of the last domicile of the 
deceased.”58 Interestingly, individuals with affiliations and property in multiple 
jurisdictions can designate the law applicable to her succession in a will, “provided it is 
the law of the State of his nationality or of his domicile at the time of the designation or 
of his death, or the law of the place where an immovable owned by him is situated, but 
only with regard to that immovable.”59 The designation of the law applicable to the 
succession must protect the rights of the spouse or child of the decedent; if the law 
chosen by the testator infringes on rights that these individuals would have had under a 
different law, then the designation is without effect to the extent of the deprivation.60 
Accordingly, heirs or legatees who are not immediate family of the decedent could be 
prejudiced by the testator’s choice of law. 

A Quebec court would likely find that any dispute between an OSP and the heirs of a user 
should be heard by an arbitrator or by a court in the jurisdiction elected by the terms-of-
service agreement.61 This was the answer that Patrice St-Arnaud received from the 
Quebec Superior Court in 2011 when he tried to institute a class action suit against 
Facebook for infringement of privacy rights. Justice Déziel found that “[t]he Superior 
Court of Quebec must decline jurisdiction according to article 3148 C.C.Q. in fine;”62 the 
court ruled that all Facebook users were bound by the jurisdiction clause in Facebook’s 
Terms of Service, which referred all disputes to the courts of California. It did find, 
however, the third paragraph of article 3148 CCQ63 would have granted the court 
                                            
55 Art 3117 CCQ: “The choice by the parties of the law applicable to a consumer contract cannot result in 
depriving the consumer of the protection afforded to him by the mandatory rules of the law of the State 
where he has his residence if the conclusion of the contract was preceded, in that State, by a specific offer 
or by advertising and the consumer took in that State all the steps necessary on his part for the conclusion 
of the contract, or if the order from the consumer was received in that State.” 
56 “iTunes Terms”, supra note 36 s 11. iTunes also explicitly recognizes the existence of public order 
consumer protection laws that may apply: ibid s 7. 
57 Art 3097 CCQ. See also line 2: “However, real rights on property in transit are governed by the law of 
the State of their place of destination.” 
58 Art 3098 CCQ. 
59 Ibid. 
60 Art 3099 CCQ. 
61 Instagram’s terms include an arbitration clause with an opt-out option. Opting out of arbitration means 
opting in to bringing disputes before a court in Santa Clara, California: “Instagram Terms”, supra note 24. 
62 St Arnaud c Facebook, 2011 QCCS 1506 at para 31. 
63 “In personal actions of a patrimonial nature, Québec authorities have jurisdiction in the following cases: 
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jurisdiction over the dispute had St-Arnaud not been bound by the jurisdiction clause in 
Facebook’s Terms.64 Justice Déziel also declined to find that Quebec was forum non 
conveniens, as, in his opinion, Québec and California were equally competent to hear the 
dispute.65 Unless the user’s heirs could make a convincing argument why she was not 
bound by the terms of service—and given the reasoning in St-Arnaud, such an argument 
would be difficult—they would also be bound by the jurisdiction clause in the terms. 

2. American initiatives 

In the past few years, a number of American state legislatures have given attention to 
digital estate planning. Connecticut, Delaware, Idaho, Indiana, Nevada, North Carolina, 
Oklahoma, Rhode Island, and Virginia have all enacted legislation governing the fate of a 
decedent’s digital assets, and other states are in the process of drafting and adopting their 
own. Legislation can grant executors or representatives of the decedent the affirmative 
power needed to access digital assets in the custody of OSPs. Such power can help them 
prevent identity theft, enable the effective management intellectual property rights, and 
offset failures to take digital assets into account in succession planning.66 Because each 
state legislature deals with the issue digital estates independently, the resulting statutes 
present many differences. For example, Connecticut’s legislation strictly applies to email 
accounts: 

An electronic mail service provider shall provide, to the executor or administrator of 
the estate of a deceased person who was domiciled in this state at the time of his or 
her death, access to or copies of the contents of the electronic mail account of such 
deceased person upon receipt by the electronic mail service provider of: (1) A 
written request for such access or copies made by such executor or administrator, 
accompanied by a copy of the death certificate and a certified copy of the certificate 
of appointment as executor or administrator; or (2) an order of the court of probate 
that by law has jurisdiction of the estate of such deceased person.67 

Compare Connecticut’s legislation to Oklahoma’s, which grants much wider powers: 

The executor or administrator of an estate shall have the power, where otherwise 
authorized, to take control of, conduct, continue, or terminate any accounts of a 
deceased person on any social networking website, any microblogging or short 
message service website or any e-mail service websites.68 

In Oklahoma, executors can presumably take control of all the decedent’s online 
accounts. The power is limited by the requirement of an authorization to this effect, 
                                                                                                                                  
... 
(3) a fault was committed in Québec, injury was suffered in Québec, an injurious act occurred in Québec or 
one of the obligations arising from a contract was to be performed in Québec”. 
64 Ibid at para 59. 
65 Ibid at para 64. 
66 Chelsea Ray, “’Til Death Do Us Part: A Proposal for Handling Digital Assets After Death” (2013) 47 
Real Prop Tr Est LJ 583 at 587-96. 
67 Conn Gen Stat Ann § 45a-334a(b). 
68 Okla Stat Ann tit 58 § 269. 
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which has been interpreted as testamentary dispositions or a court order.69 In contrast, 
Idaho’s legislation provides similar powers unless a testament stipulates the contrary: 

Except as restricted or otherwise provided by the will or by an order in a formal 
proceeding and subject to the priorities stated in section 15-3-902 of this code, a 
personal representative, acting reasonably for the benefit of the interested persons, 
may properly: 

… 

(28) Take control of, conduct, continue or terminate any accounts of the decedent 
on any social networking website, any microblogging or short message service 
website or any e-mail service website.70 

Parallel to these initiatives, the Uniform Law Commission—an organization seeking to 
provide non-partisan legislation to clarify and stabilize critical areas of state law71—
recently proposed a model Uniform Fiduciary Access to Digital Assets Act.72 The Act 
aims “to facilitate fiduciary access [to digital assets] while respecting the privacy and 
intent of the” decedent and “adheres to the traditional approach of trusts and estates law, 
which respects the intent of the account holder and promotes the fiduciary’s ability to 
administer the account holder’s property in accord with legally-binding fiduciary 
duties.”73 The Act grants 

the personal representative of the decedent [or “fiduciary”] …. the right to access: 

(1) the content of an electronic communication that the custodian is permitted to 
disclose under [federal privacy law]; 

(2) any catalogue of electronic communications sent or received by the decedent; 
and 

(3) any other digital asset in which at death the decedent had a right or interest.74 

Under the Act, a fiduciary must access the decedent’s digital assets in conformity with 
“the terms-of-service agreement, copyright law, and other applicable law” and can take 
any action permitted by the account holder and applicable state law. Furthermore, for the 
                                            
69 See Rebecca G Cummings, “The Case Against Access to Decedents’ Emails: Password Protection as an 
Exercise of the Right to Destroy” (2014) 15 Minn JL Sci & Tech 897 at 913. 
70 Idaho Code Ann § 15-3-715. Compare with Va Code Ann § 64.2-110 (it is also the case with Virginia’s 
legislation, although it only applies when the decedent was a minor); Nev Rev Sta § 134.188 (Nevada’s 
legislation grants the representative of the decedent the power to access online accounts, but only to direct 
their termination). 
71  “About the ULC”, online: Uniform Law Commission 
<http://www.uniformlaws.org/Narrative.aspx?title=About%20the%20ULC> (18 January 2016). 
72 Revised Uniform Fiduciary Access to Digital Assets Act (2014), online: Uniform Law Commission, 
<http://www.uniformlaws.org/shared/docs/Fiduciary%20Access%20to%20Digital%20Assets/revised%202
015/2015_RUFADAA_Final%20Act_2015dec11.pdf> (12 February 2016). 
73 Ibid at 2. 
74 Ibid s 4. See also s 5-7 (the remit of the Act extends beyond providing power to access and take control of 
a decedent’s online accounts to her representatives, and it also proposes to provide analogous power to the 
conservator of a protected person, agents, and trustees). 
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purpose of privacy laws and other legislation regulating computer activities, the fiduciary 
is considered to be operating with the consent of the online account holder and as an 
authorized user.75 

Should the model Act be adopted, OSPs could still limit a fiduciary’s access to the 
decedent’s online accounts, but only by including to a terms-of-service agreement a 
provision to that effect, and for which they would need the consent of the account holder 
“separate from the account holder’s assent to other provisions of the agreement.”76 
Moreover, the Act negates the effect of a choice-of-law provision that would limit the 
fiduciary’s access to digital assets under it.77 The potential of initiatives such as the 
Uniform Law Commission’s initiative may also lie in nomenclature. By changing the 
vocabulary of the law surrounding the inheritance of digital assets, it could support a 
different set of practices. For example, the Act redefines OSPs as the “custodians” of a 
decedent’s digital assets.78 Not only does the term redefine the relationship between the 
OSP and the account holder, but it also re-interprets the digital asset itself. While the idea 
of digital property may prove insufficient to overcome obstacles to digital inheritance, 
such as prohibitive terms of service, the claims its vocabulary allows to articulate can 
support legislation to that effect. 

3. Succession planning 

Whether or not legislation such as the aforementioned American initiatives can actually 
serve the interests of the owners of digital assets and their heirs is another matter. One 
may question whether heirs would gain any benefit from accessing a decedent’s email 
accounts, for example. By accessing a decedent’s email account, a liquidator can 
arguably assure herself of having access to all the information that could be relevant to 
the administration and liquidation of the succession, but only at the expense of significant 
effort and time. She might have an easier time finding crucial information by searching 
the decedent’s wallet. Emails may disclose content their authors never intended to share 
with the heirs, sometimes for their own good. Considering the functionality of online 
email accounts, in accessing them heirs will not be only privy to the emails written by the 
decedent, but also those of her correspondents.79 Some may not believe all digital assets 
should be inherited equally, and plan their succession accordingly. 

A person who wishes to address the succession of her digital assets should begin by 
making an inventory. She should then consult all relevant terms of service in order to 
determine whether they can be part of the succession, if they can make obstacle to her 
wishes, whether she can share access information with her liquidator and her heirs, and 
under which conditions. To greatly facilitate the task of the liquidator, the will should 
disclose that inventory. If the testator wishes the liquidator to manage her digital assets in 
                                            
75 Ibid s 8(a). 
76 Ibid s 8(b). 
77 Ibid s 8(c). 
78 Ibid, (“‘[c]ustodian’ means a person that carries, maintains, processes, receives, or stores a digital asset of 
an account holder,” s 2(8)). 
79 See Cummings, supra note 69 at 926-41. 



Digital Patrimony   
CIPP Report - Chambre des notaires    
(June 2016) 
 

 39 

any specific manner, including the termination of an account and the destruction of 
digital assets, her will should include explicit instructions to that effect. When terms of 
service stipulate how OSPs will manage digital assets in the event of a user’s death, their 
holder should take any action required to benefit from the options offered. If she is 
unsatisfied by the management of her digital assets in the event of her death, she should 
take any action in order to manage the assets as she sees fit, within the limits of the terms 
of service. Someone wishing to transfer all of her Instagram pictures to her heirs, for 
example, should create a backup of these pictures on an external hard drive or USB key, 
and bequeath that device along with its contents. 

In order to administer and retrieve the digital assets, the liquidator and the heirs will need 
access information. Keeping a list of all usernames and passwords would greatly benefit 
the succession. The testator should not share confidential information in the will itself. 
Instead, she should place information such as passwords safe, such as inside a sealed 
envelope or on a secured device, and provide instructions to retrieve it in the will to the 
benefit of the liquidator. Alternatively, someone can use digital legacy services such as 
PasswordBox, Deathswitch, or Afternote to communicate access information to the 
liquidator.80 Again, none of these services should be treated as legal alternatives to a 
testament under Quebec civil law. Moreover, using these services do not free a user from 
any of her obligations under the law, including intellectual property and obligations 
resulting from agreements entered with OSPs. 

                                            
80 Other services are available. See for example <https://eterniam.com/>, <http://www.e-z-safe.com/>, 
<http://www.securesafe.com/>. 
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IV. TALES FROM THE CRYPTOCURRENCY 

Bitcoin is an open-source software enabling online transactions of a virtual currency, i.e. 
bitcoin.1 As a transaction protocol, Bitcoin relies on code-based architecture to regulate 
bitcoin transactions. “Architecture” refers to the world as we find and make it.2 
Architecture regulates behaviour by directly constraining action: for example, the 
architecture of the physical world makes it difficult to steal a building.3 That being said, 
architecture can be designed, built and re-built in order to constrain behaviour in specific 
ways, for example by erecting a barrier to constrain movement. The potential for 
regulating behaviour through architecture increases with its malleability. Code-based 
architecture presents the highest malleability, unlike physical space, “[c]yberspace has no 
nature; it has no particular architecture that cannot be changed. Its architecture is a 
function of its design.”4 

Bitcoin applies the regulatory potential of code-based architecture to virtual currency and 
online transacting. The Bitcoin protocol regulates online transactions by directly 
constraining counterfeiting. Bitcoin relies on code-based architecture rather than other 
modalities of regulation, and allows its users to transact in virtual currency without the 
intervention of third parties by solving the duplication problem. Like other digital objects, 
virtual currency can easily be reproduced: a counterfeiter could therefore reproduce it and 
spend money she does not have, and unrestrained reproduction would lead to high levels 
of inflation. The unconstrained reproduction of virtual currency can harm the online 
economy by making parties hesitant to transact with each other. While third parties have 
so far taken charge of addressing the reproduction (or “double spending”) problem, 
Bitcoin solves it by encoding bitcoins with their own transactional history and making 
them artificially scarce. Doing so, the Bitcoin architecture aims to dispense with third 
parties in online transactions, such as credit card companies. 

Bitcoin presents a technological solution to the problem digital property hopes to solve. 
As members of Senate already observed,5 Bitcoin’s true innovation lies in the architecture 
that supports its virtual currency: while bitcoins substantially differ from physical 

                                            
1 We follow a convention in Bitcoin literature in which “bitcoin” refers to the currency and “Bitcoin” refers 
to the protocol. See for example Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, 
Damon McCoy, Geoffrey m Voelke & Stefan Savage, “A Fistful of Bitcoins: Characterizing Payments 
Among Men with No Names” IMC’13 at 2, n 3, online: ACM Digital Library 
<http://dl.acm.org/citation.cfm?id=2504747>; Marshall van Allstyne, “Why Bitcoin has Value: Evaluating 
the Evolving Controversial Digital Currency” (2014) 57 Communications of the ACM 30 at 30. 
2 See Lawrence Lessig, “The New Chicago School” (1998) 27 J Legal Stud 661 at 663. 
3 Ibid (for example, “[t]hat I cannot see through walls is a constraint on my ability to snoop. That I cannot 
read your mind is a constraint on my ability to know whether you are telling me the truth. That I cannot lift 
large objects is a constraint on my ability to steal,” at 663). 
4 Lawrence Lessig, “The Law of the Horse: What Cyberlaw Might Teach” (1999) 113 Harv L Rev 501 at 
506. 
5 Standing Senate Committee on Banking, Trade and Commerce, Digital Currency: You Can’t Flip this 
Coin! (Ottawa: Senate of Canada, 2015) at 7 (recommending that “the federal government consider the use 
of [Bitcoin’s] technology when advantageous to deliver government services and to enhance the security of 
private information,” at 9) [BANC Committee]. 
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currency, they behave like physical currency. Indeed, bitcoins lend themselves to 
appropriation, exchange, loss, stealing, hoarding, etc., and not reproduction. Bitcoin gives 
virtual currency properties some authors consider hallmarks of objects susceptible of 
property rights.6 And yet we should not conclude that Bitcoin achieves digital property as 
law would. Technology holds a normativity of its own. Indeed, Bitcoin embodies the 
libertarian ideals reflected in the goals of its creators of removing intermediaries and 
government from the virtual economy. These ideals are most apparent in how its 
architecture allows the members of the Bitcoin network to remain anonymous as they 
transact for goods and services over the Internet. According to many commentators, this 
anonymity makes bitcoin the currency of choice for illegal activities online.7 There have 
been calls for regulators to police bitcoin transactions and deter its use for criminal 
activities, one author going as far as portraying Bitcoin as a “threat to the Western 
world.”8 

It is tempting to understand Bitcoin as a law-lag problem, as an indication that “the 
virtual economy continues to grow at a rate that surpasses the law’s ability to adapt.”9 
“Law lag,” however, is a trope that offers a superficial account of law and technology. 
We could instead situate Bitcoin in an ideological conflict waged by regulatory proxies. 
Indeed, architecture counts among four co-existing modalities of regulation, along with 
social norms, markets, and law. These modalities each have their own strengths and 
weaknesses, and while they can assist each other in regulating behaviour, they can also 
compete with one another.10 Calls for regulation confront libertarian ideals embodied in 
Bitcoin’s architecture; criminal activities associated with bitcoin transactions are pointed 
out as evidence of secrecy as deviancy, a claim countered with numerous cases of 
legitimate commercial activities involving bitcoin transactions. And yet, conflict is only 
one narrative: architecture does not only derive from discovery, design, and struggle, but 
also from interpretation and dialogue. Until we integrate technology in everyday living 
(and dying), it will remain at the fringe. Law lag is not a fact, but is rather a passive 
attitude delegating agency to positive rules instead of mobilizing legal reasoning, practice 
and custom to engage in technological development. When notaries ask a client if she or 
her loved ones possess virtual currency and assist her in including it in her succession 
planning, they are not simply reacting to technological development; they are actively 
participating in constructing the meaning of technology. 

                                            
6 See for example Joshua AT Fairfield, “Virtual Property” (2005) 85 BU L Rev 1047 at 1053-55 (namely: 
rivalry, persistence, and interconnectedness). 
7 See for example BANC Committee, supra note 5 at 14, 40-47; European Central Bank, Virtual Currency 
Schemes (Frankfurt: European Central Bank, 2012) at 25; Reuben Grinberg, “Bitcoin: An Innovative 
Alternative Digital Currency” (2012) 4 Hastings Sci & Tech LJ 159 at 204. 
8 Peter Twomey, “Halting a Shift in the Paradigm: The Need for Bitcoin Regulation” (2013) 16 Trinity CL 
Rev 67 at 67. See also BANC Committee, supra note 5 at 8; Joshua J Doguet, “The Nature of the Form: 
Legal and Regulatory Issues Surrounding the Bitcoin Digital Currency System” (2013) 73 La L Rev 1119 
at 1139, 1150-51; European Central Bank, supra note 7 at 27.  
9 Benjamin W Akins, Jennifer L Chapman & Jason M Gordon, “A Whole New World: Income Tax 
Considerations of the Bitcoin Economy” (2014) 12 Pitt Tax Rev 25 at 55. 
10 See Lessig, supra note 2 at 662-72. 
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A. Bitcoin in action: protocol and property 

Bitcoin is an open-source software designed as a transaction protocol for virtual currency 
developed in 2009 by a person (or group) called Satoshi Nakamoto.11 As an object of 
property, bitcoin can be held, sold, and exchanged like any other currency, commodity, or 
security. It exists primarily and peculiarly in the form of electronic code, which presents 
its own peculiarities for the preservation and transfer of assets. However, Bitcoin’s holds 
its greatest utility as an accounting and transaction protocol. The Bitcoin protocol is a 
peer-to-peer network that enables the transfer of funds across the Internet without the 
intervention of intermediary parties. This diffuse network verifies transactions using 
cryptographic digital signatures and a public ledger, visible for anyone to see. 

1. Utility and operation 

The creator(s) of Bitcoin sought to enable to securely and conveniently transfer funds 
over the Internet without relying on trusted parties.12 “Trusted parties” refer to financial 
institutions acting as intermediaries that provide transactional services, and governmental 
agencies that regulate currency. Intermediaries set up systems to support electronic funds 
transfers and minimize their risk. A credit card company offers a classic example, while 
services like PayPal also help connect consumers, businesses, and other intermediaries 
easily and securely. However, Nakamoto argues, even as the prevalent online transaction 
system becomes more effective and secure, 

it still suffers from the inherent weakness of a trust based model. Completely non-
reversible transactions are not really possible, since financial institutions cannot 
avoid meditating disputes. The cost of mediation increases transaction costs, limiting 
the minimum practical transaction size and cutting off the possibility for small casual 
transactions, and there is a broader cost in the loss of ability to make non-reversible 
payments for non-reversible services. With the possibility of reversal, the need for 
trust spreads. Merchants must be wary of their customers, hassling them for more 
information than they would otherwise need. A certain percentage of fraud is 
accepted as inavoidable. The costs and payment uncertainties can be avoided in 
person by using physical currency, but no mechanism exists to make payments over 
a communications channel without a trusted party.13 

Intermediaries, because of the services they provide, raise the transaction costs of 
electronic money transfers. For example, banks keep track of how much money or credit 
we have, communicate that information to others when prompted, and regularly update 
their accounts to keep such information accurate. Parties are more willing to participate in 
online transactions because, while they may not trust each other, they do trust 
intermediaries to backup the funds of a transacting party and intervene in case of fraud 
from either party. Consumers and businesses pay fairly high fees for these services. 
                                            
11 See Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System”, online: 
<https://bitcoin.org/bitcoin.pdf> (the real identity of Nakamoto has not been confirmed; “he” could be 
“she,” or “they”) (13 February 2016). 
12 Ibid at 1. 
13 Ibid. 
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Businesses pay around three per cent per transaction, much of which goes to cancelling 
out fraud losses.14 In order to provide their services, intermediaries must maintain 
sensitive information about their consumers that, to prevent identity theft, must be 
protected by countermeasures, which further increases transaction fees.15 Transaction fees 
also make small transactions in the order of a few cents impractical.16 Businesses must 
refrain from engaging in such “micro-transaction,” either by refusing to offer a good or a 
service, or by increasing its price until transaction fees become profitable for 
intermediaries. Finally, to transact using trust based system, one must have access to a 
credit card and a reliable bank. While this is a small inconvenience for most Canadians, it 
is a significant problem for others in the world that cannot access comparable services, 
and must fall back on other services that may demand much higher transaction fees.17 

Governmental institutions regulating currency form the second category of parties 
Bitcoin dispenses with. Central banks, such as the Central Bank of Canada, formulate 
monetary policy and regulate the supply of money. While these institutions aim to 
stimulate national economies and redistribute wealth, “history is replete with examples of 
monetary policy spiralling out of control, often at the will of governments that would 
rather finance their expenditures by printing money, instead of, for example, raising 
taxes.”18 Expansionary monetary policy may create inflation, and unsound monetary 
policies can contribute to financial crises.19 No central bank regulates bitcoin, which has 
some of the properties of a gold-backed currency: a currency valued not on the basis of 
monetary policy, but offer and demand for a scarce resource.20 Indeed, Bitcoin is 
designed to issue a maximum total of 21 million bitcoins, an upper limit that the network 
should reach in or around the year 2140.21 The desire to rid electronic commerce from 
financial and governmental institutions tends to emphasize the libertarian character of 
Bitcoin.22 

At its core, Bitcoin is a public ledger (or “blockchain”) of transactions maintained by a 
peer-to-peer network.23 This network is composed of connected computers running the 

                                            
14 In the US, credit card fraud, such as double spending, cancels out the bulk of the credit card fees, which 
in turn further increases transaction costs. See “Why Everybody Who Doesn’t Hate Bitcoin Loves It: Full 
Transcript” (27 March 2014) Freakonomics Radio, online: Freakonomics 
<http://freakonomics.com/2014/03/27/why-everybody-who-doesnt-hate-bitcoin-loves-it-full-transcript/>. 
See also John Heggestuen, “The US Sees More Money Lost to Credit Card Fraud than the Rest of the 
World Combined” online: Business Insider <http://www.businessinsider.com/the-us-accounts-for-over-
half-of-global-payment-card-fraud-sai-2014-3> (in 2013, “[t]he cost of U.S. payment card fraud grew by 
29% to $7.1 billion”). 
15 See Doguet, supra note 8 at 1124-25. 
16 See Grinberg, supra note 7 at 170. 
17 See BANC Committee, supra note 5 at 36-38. 
18 Doguet, supra note 8 at 1123. 
19 Ibid. 
20 See Grinberg, supra note 7 at 172-74; European Central Bank, supra note 7 at 22. 
21 See Doguet, supra note 8 at 1127-28. 
22 See Grinberg, supra note 7 At 162-63. 
23 See JP, “Bits and Bob” The Economist, 13 June 2011, online: The Economist 
<http://www.economist.com/blogs/babbage/2011/06/virtual-currency>. See also Khan Academy, 
<http://www.khanacademy.org> (offering informative video lectures on the subject of Bitcoin. 
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Bitcoin protocol.24 The protocol allows its user to transact in bitcoins, and provides her 
with an electronic wallet to hold them. This wallet uses a digital file that can be stored 
and backed up on any digital device, such as a laptop, a smartphone or a USB key, or on 
a cloud service. It also grants her user two unique cryptographic keys constituted of 
alphanumeric characters and mathematically related to each other: a private key, and a 
public one. The public key serves as an address to and from which transactions are 
directed. The private key serves as a password to confirm and authorize transactions to 
and from an electronic wallet. The user also downloads the blockchain, which lists all 
transactions that have ever taken place on the network.25 The blockchain essentially 
performs the functions an intermediary party that would by verifying that transacting 
parties possess the funds they claim to have.26 Bitcoin’s blockchain is public and 
decentralized: members collectively maintain it, and it is available for all to see. 

The blockchain does not simply state what amount a given wallet holds. Instead, it details 
the total transactional history that led a wallet to hold a certain amount of bitcoin. Each 
bitcoin is encoded with its own transactional history. For example, the blockchain would 
not state that one member, say Madeleine, has three bitcoins (BTC). Instead, its entries 
would present all prior transactions that led to Madeleine holding three BTC, for 
example: 

Alice  1  à Madeleine 

Bob  1 à Madeleine 

Carol  1 à Madeleine 

If Madeleine sends two of her three bitcoins to another member of the network, the 
blockchain will read: 

Alice 1  à Madeleine à Mary 

Bob 1 à Madeleine à Mary 

While we used names for the sake of our example, entries on the blockchain only state 
the amount of bitcoin transferred and the public keys of the parties involved; it does not 
present the object of the transaction nor does it reveal the identities of any of parties. All 
transactions, however, are public.27 By ensuring partial anonymity, Bitcoin dispenses 
with the task of keeping a record of sensitive information about each of its members, 
which in turn reduces the risk of identity theft.28 Bitcoins are also divisible up to eight 
decimal places to enable micro-transactions. 

                                            
24 Users can either download the protocol on their own devices or create an account on a website that will 
run the protocol for them.  
25 See JP, supra note 23. 
26 See Nakamoto, supra note 11 (“[we] define an electronic coin as a chain of digital signatures,” at 2). 
Conventional money transfers also involve ledgers, but maintained by intermediaries. 
27 See Grinberg, supra note 7 at 164-65, 179; JP, supra note 23. 
28 See BANC Committee, supra note 5 at 39. See also Doguet, supra note 8 at 1129. 
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What bitcoin lacks in intermediaries and government institutions, it makes up in 
cryptographic proof and decentralized peer-to-peer clearance: “the value of Bitcoin [is] 
the mathematical verification by millions of computers reaching a consensus that they 
witnessed the same thing at the same time.”29 When a sender initiates a transfer, she 
encodes the intended recipient’s public key in the bitcoin. The recipient can prove her 
identity with her private key, which is mathematically related to her public key. The 
sender signs the transfer with her private key, which confirms that bitcoins transfer to a 
new wallet. For the transfer to occur, however, the network must approve it: the Bitcoin 
protocol only validates transfers that match its record, which confirms the sender has 
enough bitcoin for the proposed transfer. The Bitcoin protocol converts all transaction 
orders into a cryptographic puzzle, or “hash value,” and publishes it to all nodes. Nodes 
compete among themselves to solve the cryptographic puzzle on the basis of the hash 
value and the already validated transactional history on the blockchain.30 The transaction 
is effective as soon as one of the nodes solves the puzzle, a process that can take up to a 
few minutes. The node that solved the cryptographic signature then inscribes the 
transaction, a new block, onto the blockchain. The updated blockchain is then published 
throughout the network.31 

The work required to validate and compile transactions keeps the system running at a 
steady pace, and the amount of work required is recorded in each entry block in the 
ledger’s “chain.” In the event that two nodes should present different versions of a 
transactional history, the network will accept the one that took more work.32 Computers 
solve cryptographic puzzles through extensive trial and error that require substantial CPU 
power and, incidentally, electricity. Therefore, the protocol establishes incentives for 
members to devote resources to the effort: mining. Bitcoin rewards members whose node 
has solved a cryptographic puzzle with an amount of bitcoin, the only way new bitcoin 
enter the network. This reward, however, steadily decreases to as more and more bitcoin 
enter the network in order to regulate its value: early members earned 50 BTC for each 
successfully verified and incorporated block; the reward is 25 BTC at the time of writing. 
The protocol is designed so that the rewards of supporting the network through mining 
exceed the cost of undermining it through cyber-attacks or counterfeit.33 

                                            
29 BANC Committee, supra note 5 at 7. 
30 See JP, supra note 23. Cryptography is a complex but common security measure; the video lessons at 
Khan academy (supra note 23) are an excellent primer. Notarius also offers a good explanation of digital 
signature technology in “Digital Signatures Made Simple”, online: Notarius <https://www.notarius.com>. 
31 See JP, supra note 23. 
32 See Nakamoto, supra note 11 (“[the] majority decision is represented by the longest chain, which has the 
greatest proof-of-work effort invested in it,” at 3). In brief, proof-of-work protocols require a computer to 
solve a complex mathematical problem: to generate, using trial and error, a semi-random number that 
begins with a predetermined number of zeros. Setting the required number of leading zeros determines how 
much work this will require, since generating a random number beginning with two zeros, for example, is 
much more likely than generating one beginning with four zeros. For more on the concept of proof-of-
work, see “Bitcoin: Proof of Work” Khan Academy (video), online: Khan Academy, 
<www.khanacademy.org>; JP, supra note 23. 
33 See Nakamoto, supra note 11 at 3. 
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2. Bitcoin as an object of property… 

It should be fairly clear that bitcoin behaves like an object of property. While much can 
be said about its intangibility, consider bitcoin’s economic value: as Professor Normand 
reminds us, “[a]u fil des ans, la valeur économique s’est substituée à la matérialité 
comme élément déterminant permettant d’établir qu’une chose constitue un bien.”34 
Though it may seem circular to suggest that market value should designate something as 
property, value, appropriability, and alienability are key characteristics of property. The 
reception of bitcoin in different jurisdictions, however, shows that its nature is still being 
disputed. 

a. … like any other 

While quite volatile, bitcoin has value. Bitcoin traded for hundreds of US dollars per coin 
throughout 2014.35 The Canadian Payments Association estimated that between 1,000 
and 2,000 transactions involving bitcoin occur everyday in Canada as of April 2014, 
while Finance Canada states that 200 out of the 1,500 businesses accepting bitcoin 
throughout the world were located in Canada as of March 2014. One stakeholder 
predicted that more than a thousand Canadian merchants would accept bitcoin as a 
method of payment for online payments by the end of 2014.36 A similar, steady increase 
in the popularity of bitcoin as a method of payment is occurring in the US.37 A number of 
experts believe the volatility of bitcoin will decrease in the future.38 Like other stores of 
value, bitcoin can be stolen, seized, and taxed. Bitcoin theft is a fairly large problem,39 
since it behaves so much like cash—all a thief has to do is gain access to the owner’s 
private signing key and transfer all of her bitcoin to another wallet. Theft of some kind 
shut down Mt. Gox, which was, until recently, one of the largest bitcoin exchanges in the 

                                            
34 Sylvio Normand, “Les nouveaux biens” (2004) 106 R.d.N 177 at 177. 
35 CoinDesk listed bitcoin trading at a high of $951 in January 2014 to a low of $309 in December 2014 
(<http://www.coindesk.com/price/#2013-12-31,2014-12-30,close,bpi,USD>). Its value has been quite 
volatile. See Jennifer Isom, “As Certain as Death and Taxes: Consumer Considerations of Bitcoin 
Transactions for when the IRS Comes Knocking” at 3 [unpublished, archived at 
<http://ssrn.com/abstract=2365493>] (“[bitcoin’s] value is determined on an open market, based on the 
value that people assign to it at any given time. One bitcoin (also referred to as 1 BTC) was valued around 
$0.05 in 2010, and reached its highest value in 2013 at $1,209.94”). 
36 See BANC Committee, supra note 5 at 24. But see Bank of Canada, “Decentralized E-Money (Bitcoin)”, 
Bank of Canada Backgrounders, April 2014, online: Bank of Canada <http://www.bankofcanada.ca/wp-
content/uploads/2014/04/Decentralize-E-Money.pdf> (the Bank of Canada does not consider bitcoin as 
money).  
37 See Akins et al, supra note 9 at 36; Doguet, supra note 8 at 1136-38. 
38 See BANC Committee, supra note 5 at 50-51; Olivier Fournier & John J Lennard, “Rebooting Money: 
The Canadian Tax Treatment of Bitcoin and Other Cryptocurrencies” (2014) 11 Canadian Tax Foundation, 
2014 Conference Report at 7-8. But see European Central Bank, supra note 7 at 26 (on the devastating 
impact of a 2012 cyberattack on the value of bitcoin). 
39 See Meiklejohn et al, supra note 1 (“[t]hefts are in fact quite common within Bitcoin: almost every major 
service has been hacked and had bitcoins (or, in the case of exchanges, other currencies) stolen, and some 
have shut down as a result,” at 12). 
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world.40 As there is no central authority monitoring Bitcoin, victims of theft can only 
report such criminal behaviour to the police. A victim could, however, discover the 
public key of the address to which the thief transferred the funds, ask other Bitcoin users 
to embargo that address, and potentially try to link the Bitcoin address with a real 
person’s identity. Members of the Bitcoin network have resorted to similar self-
regulatory measures against fraud by establishing reputation systems warning the 
community against the malpractices of a fellow bitcoin user.41 

The argument that virtual currencies can be stolen—even expropriated—was recently 
advanced in a Californian court. Recent litigation pitted Linden industries, the company 
running Second Life, against a class of former users who claimed compensation for 
converted (or stolen) property. Users of Second Life have the opportunity to purchase 
goods (including land and buildings) and services in the game using Linden dollars. 
Linden dollars are the local currency of the game world and, like bitcoin, a virtual 
currency.42 Linden dollars can be earned in the game or purchased using USD. Some 
users who had made such purchases had their accounts suspended or terminated by game 
authorities. These users then argued that they deserved compensation for the value lost in 
the game. The company settled in March 2014 with the class, defined as “[a]ll persons 
whose assets, including virtual items, virtual land, and/or currency in lindens and/or U.S. 
dollars, have been deliberately and intentionally converted by Defendant Linden’s 
suspension or closure of their Second Life accounts.”43 The total claim was for just over 
six hundred thousand dollars, including attorney’s fees.44  Some governmental authorities 
have viewed Bitcoin as a prime tool for money laundering; like any other currency, 
bitcoin earned or used for illicit activities can be seized by law enforcement. In 2013, the 
FBI arrested Ross Ulbricht, the alleged mastermind behind black market website Silk 
Road. In the course of the arrest, the FBI seized 144,000 bitcoin, equal to roughly 
US$100 million at the time, stored in a wallet on Ulbricht’s laptop computer.45 Silk Road 

                                            
40 The exact cause of Mt. Gox’s demise is unclear, though bitcoins worth roughly $850 million did indeed 
go missing. Decker and Wattenhofer argue that the cause cited by Mt. Gox itself—“transaction 
malleability”—is not supported by their data. The theft led to a massive price crash for bitcoin. See 
Christian Decker & Roger Wattenhofer, “Bitcoin Transaction Malleability and MtGox” (2014), online: 
arXiv <http://arxiv.org/abs/1403.6676>. See also Robert McMillan, “The Inside Story of Mt. Gox, 
Bitcoin’s $460 Million Disaster” WIRED (3 March 2014), online: WIRED 
<http://www.wired.com/2014/03/bitcoin-exchange/>; Doguet, supra note 8 at 1141; European Central 
Bank, supra note 7 at 26. 
41 See Doguet, supra note 8 at 1144-45. 
42 See European Central Bank, supra note 7 at 28ff. 
43 Evans et al v Linden Research, Order Granting Motion for Final Approval of Class Action Settlement 
and Granting in Part Plaintiffs’ Motion for Attorneys’ Fees, Costs, and Incentive Award (N Cal Dist Ct) at 
2, online: Justia <http://law.justia.com/cases/federal/district-
courts/california/candce/4:2011cv01078/243627/128>. 
44 See ibid at 10,l23. 
45 See US Attorney’s Office, Press Release, “Manhattan U.S. Attorney Announces Seizure of Additional 
$28 Million Worth of Bitcoins Belonging to Ross William Ulbricht, Alleged Owner and Operator of ‘Silk 
Road’ Website” (25 October 2013), online: FBI <http://www.fbi.gov/newyork/press-
releases/2013/manhattan-u.s.-attorney-announces-seizure-of-additional-28-million-worth-of-bitcoins-
belonging-to-ross-william-ulbricht-alleged-owner-and-operator-of-silk-road-website>; Adam Gabbatt & 
Dominic Rushe, “Silk Road shutdown: how can the FBI seize Bitcoins?” The Guardian (3 October 2013), 
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was an online marketplace where vendors put for sale everything from illegal drugs to 
assassination services. The site operated almost entirely using bitcoin. 

As bitcoin can be stolen and seized, so can it be taxed. The Canadian Revenue Agency 
stated that bitcoin should not be considered as a currency, but as a commodity. This 
characterization carries a number of fiscal implications, but the tax treatment of bitcoin 
will depend on how it is used.46 If used to purchase goods and services, bitcoin 
transactions are to be taxed as barter transactions. Taxpayers who accept bitcoin for a 
commercial activity involving the provision of goods or services must include as income 
the fair market value of those goods or services.47 Registrants must also apply GST/HST 
to transactions involving bitcoins for the purchase of goods and services.48 Speculating on 
bitcoin may also be taxable. Bitcoin’s current price fluctuations mean that many of those 
who have bitcoin “refrain from trading it in hopes its value will rise further.”49 These 
holdings may be quite valuable: early adopters of the Bitcoin protocol earned 50 BTC for 
each successfully adopted block of transactions; just one of these lucky breaks would 
today be worth several thousand dollars.50 When disposed of—or when deemed to be 
disposed, including at the taxpayer’s death—bitcoin that was held like a security or 
commodity should be taxed as income or capital.51 Finally, the Canadian Revenue 
Agency will consider a bitcoin mining operation a source of revenue if it is commercial 
in nature;52 i.e. if the taxpayer’s predominant intent in engaging in bitcoin mining is to 
make a profit and if it “has been carried out in accordance with objective standards of 

                                                                                                                                  
online: The Guardian <http://www.theguardian.com/technology/2013/oct/02/bitcoin-silk-road-how-to-
seize>; Robert McMillan, “Who Owns the World’s Biggest Bitcoin Wallet? The FBI” WIRED (18 
December 2013), online: WIRED <http://www.wired.com/2013/12/fbi_wallet/>. 
46 See Canada Revenue Agency, “What You Should Know About Digital Currency”, online: Canada 
Revenue Agency <http://www.cra-arc.gc.ca/nwsrm/fctshts/2013/m11/fs131105-eng.html> [Canada 
Revenue Agency, “What”]; Canada Revenue Agency, Document no 2013-0514701I7, 23 December 2015, 
available online at <http://www.canadiantaxlitigation.com/wp-content/uploads/2014/01/2013-
0514701I7.txt> (consulted on November 9 2015) [Canada Revenue Agency, Document]. See also United 
States Government Accountability Office, Report to the Committee on Finance, U.S. Senate, “Virtual 
Economies and Currencies: Additional IRS Guidance Could Reduce Tax Compliance Risks” (May 2013) at 
13, online: GAO <http://www.gao.gov/assets/660/654620.pdf>. See also Fournier & Lennard, supra note 
38 at 16 (barter transactions can create a mismatch between parties, which can disadvantage one of them 
considering the volatility of bitcoin). 
47 See Canada Revenue Agency, Income tax interpretation bulletin IT-490: Barter Transactions (July 5, 
1982) at para 3-8, online: Canada Revenue Agency <http://www.cra-arc.gc.ca/E/pub/tp/it490/it490-
e.html>; Canada Revenue Agency, Document, supra note 46. 
48 See Canada Revenue Agency, Document, supra note 46. See also BANC Committee, supra note 5 at 53 
(this may result in double taxation). 
49 Van Allstyne, supra note 1 at 32. 
50 For mining rates see Meiklejohn et al, supra note 1 at 2. For current bitcoin exchange rates, visit 
CoinDesk <www.coindesk.com>. 
51 See Canada Revenue Agency, “What”, supra note 46; Canada Revenue Agency, Document, supra note 
46. See also Canada Revenue Agency, supra note 47. 
52 Canada Revenue Agency, Document no 2014-0525191E5, 28 March 2014, available online at 
<http://taxinterpretations.com/?p=25716> (consulted on 10 November 2015). 
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businesslike behaviour.”53 As a commercial activity, rules of inventory valuation apply to 
bitcoin mining and the taxpayer may claim losses derived from it.54 

b. … unlike any other 

There is debate over whether bitcoin is currency or money, a question that notably carries 
significant tax implications.55 Though many bitcoin users hold it as commodity, its true 
calling is as a digital currency: bitcoin can be traded for goods, services, or other 
currency. Bitcoin is also a store of value, even though its value is currently quite 
volatile.56 The issue, rather, lies in how a given jurisdiction defines money. The European 
Central Bank presented a detailed report on virtual currencies, which divides them into 
three categories based on their degree of interaction with the real economy. According to 
the European Central Bank’s classification, bitcoin is a Type 3 virtual currency: “Type 3 
virtual currency schemes have bidirectional flows, i.e. the virtual currency in this respect 
acts like any other convertible currency, with two exchange rates (buy and sell), which 
can subsequently be used to buy virtual goods and services, but also to purchase real 
goods and services.”57 

Portugal accepts the European Central Bank’s classification,58 and so do, indirectly, many 
of the countries that equate bitcoin with foreign currency, such as Germany. Indeed, 
Germany formally accepts that “bitcoins are legally binding financial instruments that fall 
into the category of units of account, according to the first sentence of section 1(11) of 
the German Banking Act.”59 But with an increasing number of vendors worldwide 
accepting bitcoin as payment for goods and services, recipients may not even need to 
change their bitcoin for local currency in order to use it. That being said, few jurisdictions 
yet classify bitcoin as legal tender. Some, like Turkey and the Netherlands, have stated 
that bitcoin is not electronic money because it is not backed by anything. The former 
President of the De Nederlandsche Bank, Nout Wellink, went so far as to say that the rise 
in price of bitcoin is “worse than the tulip mania” because “at least then you got a tulip, 
now you get nothing.”60  
                                            
53 Stewart v Canada, [2002] 2 SCR 645, 2002 SCC 46 at para 54. 
54 See Income Tax Act, RSC, 1985, c 1 (5th Supp) s 10(1)ff, 20(1)(a); Income Tax Regulations, CRC, c 945, 
s 1100(1), 1801; Canada Revenue Agency, Income tax interpretation bulletin IT-473R: Transaction in 
Securities (February 29, 1984) at para 9-32 (to determine whether gains should be taxed as income or as 
capital), online: Canada Revenue Agency <http://www.cra-arc.gc.ca/E/pub/tp/it479r/it479r-e.html>. 
55 See Fournier & Lennard, supra note 38 at 12ff. 
56 See Doguet, supra note 8 at 1136-40. 
57 European Central Bank, supra note 7 at 5. 
58 LOC, “Regulation of Bitcoin”, supra note 60 at 18. See also BANC Committee, supra note 5 (“the term 
‘digital currency’ describes electronic forms of exchange and their associated technologies that operate on 
the Internet and/or on mobile devices, and that are not issued or governed by a government or central 
bank,” at 11). 
59 See Isom, supra note 35 at 11 (“Germany has taken the lead in recognizing bitcoins and incorporating 
them into their tax scheme. The German government is now recognizing bitcoins as a legal form of tender, 
and has created tax regulations,” at 10). 
60 The Law Library of Congress, Global Legal Research Center, “Regulation of Bitcoin in Selected 
Jurisdictions” (January 2014) at 17, online: Library of Congress <http://www.loc.gov/law/help/bitcoin-
survey/regulation-of-bitcoin.pdf> [LOC, “Regulation of Bitcoin”]. 
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The Bank of Canada describes money as an asset used as a means of exchange, a unit of 
measurement, and a store of value for future uses.61 In 2014 the Bank published a position 
paper arguing that bitcoin cannot be considered as money for the following reasons: not 
enough retailers accept it as payment; retailers that do accept the virtual currency do not 
display their prices in bitcoin but in state currencies such as Canadian dollars; and finally 
bitcoin is too volatile to store value.62 While it faithfully reflects Canadian law,63 the 
Bank’s position is circumstantial: providing the number of Canadian consumers and 
businesses using bitcoin increases and its value stabilizes, there would be little obstacle 
for bitcoin to be considered as money. Indeed, Canadian law provides more flexibility in 
that regard than other jurisdictions such as the US since it does not equate money to legal 
tender.64 

As mentioned, the Canadian Revenue Agency does not consider virtual currencies such 
as bitcoin currency, but commodity. The Agency claims that only currencies issued and 
regulated by a government can be considered as such, as it is the case for Canadian 
dollars.65 Such an understanding of “currency” diametrically opposes bitcoin, which of 
course holds the lack of a centralized regulator as one of its core features. Olivier 
Fournier & John Lennard respond that bitcoin 

satisfies each of the three basic definitions of “currency.” First, it is a system of 
money or monetary units (albeit one that exists outside the normal state-issued 
money paradigm). Second, it can be divided into specific—though intangible—
objects of exchange. Finally, the transmissibility of bitcoin, due in large part to the 
anonymity associated with its exchange, allows the recipient to take it clear from the 
claims of prior holders, thus allowing it to “pass in currency.”66 

The authors recommend that Parliament develop rules specific to virtual currencies to 
clarify their nature.67 

More generally, bitcoin have no physical counterpart. In traditional online banking 
transactions, funds may not be transferred physically, but the banks or credit card 
companies at either end of the transaction would allow the parties to withdraw funds in a 
physical form. The same twenty dollars that you could use to pay an online bill could 
instead be tucked inside your wallet. Bitcoin is not usually found in a physical wallet; as 
a crypto-currency, the currency is computer code. The closest thing bitcoin has to 
physical existence is the flow of electricity powering the computer on which the Bitcoin 
protocol runs. The scarcity, rivalry and exclusivity of bitcoins derive not from their 
physicality, but from design. Wallets can be located on a computer desktop, on the web, 
                                            
61 See Bank of Canada, “What Is Money?” Bank of Canada Backgrounders, July 2012, cited in Fournier & 
Lennard, supra note 38 at 8-9. 
62 Bank of Canada, “Decentralized E-Money (Bitcoin)” Bank of Canada Backgrounders, April 2014, cited 
in Fournier & Lennard, supra note 38 at 6-7. 
63 See ibid at 9. 
64 Ibid at 7, 12. 
65 Canada Revenue Agency, Document, supra note 46. 
66 Fournier & Lennard, supra note 38 at 12. 
67 See also BANC Committee, supra note 5 at 9 (recommending that the federal government provide 
precise information on the taxation of bitcoin). 
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or on a phone; some are designed with security in mind, some with ease of use. 
Electronic wallets present important differences from traditional electronic banking. 
Bitcoin wallets on a computer or phone do not just hold a balance statement: they hold 
the thing itself. Unlike online bank accounts, if the phone is lost or broken, if the 
computer is infected with a virus, if a thief hacks her way to the wallet, the bitcoin is 
gone forever—the Canada Deposit Insurance Corporation does not cover bitcoin 
holdings.68 Bitcoin companies also offer commercial wallets with special properties.69 
While some companies might in the future offer recovery services,70 for now “[k]eeping 
bitcoins on one’s computer can be as dangerous as keeping large sums of cash in one’s 
physical wallet.”71 Bitcoin users are well advised to backup their electronic wallet, to 
keep it on an offline computer or other hardware (such as a USB key), and transfer 
bitcoin on an Internet-connected device when they need to complete a transaction. 

Physical versions of bitcoin could prove increasingly important. Some companies offer to 
turn bitcoins into paper by generating a new public address and private key for a chosen 
denomination, both of which will be printed to paper.72 Once a paper wallet has been 
created, the codes are no longer stored online, making those bitcoins safe from hackers 
and other threats. In order to then spend the coins, the entire balance of the paper wallet 
will be scanned and transferred to a live online public address with a new private key. It 
is not possible to spend only part of a paper wallet, but the “change” from a given 
transaction could be converted into a new paper wallet.73 Coindesk suggests that users of 
paper wallets could “entrust the paper wallet with a solicitor” such as “the person who 
holds your last will & testament.”74 There is also the possibility of creating more than one 
wallet, as each coin cannot be spent twice. Users can also acquire physical, minted 
services, notably from a company like Casascius, the product of which has become “one 
of the most recognizable images of the thoroughly intangible digital currency.”75 
                                            
68 See Financial Consumer Agency of Canada, “Virtual Currencies”, online: Financial Consumer Agency of 
Canada <http://www.fcac-acfc.gc.ca/Eng/forConsumers/topics/paymentOptions/Pages/Virtualc-
Monnaies.aspx>. 
69  See “How to Store Your Bitcoins” (22 July 2014), online: CoinDesk 
<http://www.coindesk.com/information/how-to-store-your-bitcoins/>. 
70 For instance, companies could offer consumer wallets or rival Bitcoin-type currency platforms in which 
user agreements plan for these eventualities. Perhaps users will pay a fee functioning as an insurance 
premium, protecting their assets against theft or computer malfunction. Virtual currency provider Coeptis 
apparently already has an automated dispute resolution system built in. See Testimony of Carol Van Cleef, 
New York Department of Financial Services Hearing Regarding Virtual Currencies, 28-29 January 2014, 
online: Total Webacasting <http://www.totalwebcasting.com/view/?id=nysdfs> [NY DFS Hearing]. 
71 Grinberg, supra note 7 at 180. See also BANC Committee, supra note 5 at 48. 
72 See for example Robert McMillan, “This $200 Raspberry Pi Box Could Have Saved Mt. Gox” WIRED 
(31 March 2014), online: WIRED <http://www.wired.com/2014/03/piperwallet/>. 
73 See “Paper wallet”, online: Bitcoin wiki <https://en.bitcoin.it/wiki/Paper_wallet>. 
74 “How to Make a Paper Bitcoin Wallet”, online: CoinDesk <http://www.coindesk.com/information/paper-
wallet-tutorial/>. 
75 Robert McMillan, “U.S. Government Nastygram Shuts Down One-Man Bitcoin Mint”, WIRED (12 
December 2013), online: WIRED <http://www.wired.com/2013/12/casascius>. Mike Caldwell is an 
entrepreneur in the US who mints physical bitcoins. His company, Casascius, creates physical bitcoin 
coins, in denominations from 0.1 BTC to 10 BTC. The original coins were printed with the first digits of 
the public key of that bitcoin and contained a sticker with the private key for transfer of that coin, protected 
by a tamper-proof holographic sticker. Casascius was shut down briefly in 2013 when the US Financial 
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B. Bitcoin in succession 

While it resembles electronic banking, Bitcoin present distinct particularities in the 
context of succession. Its decentralized nature makes it cheaper and faster than other 
kinds of electronic transaction systems, but it also means that, should something go 
wrong, there is no trusted intermediary to ask for help. Succession planners and 
liquidators should therefore devote special attention to the preservation of bitcoin 
holdings in compliance with their distinctive tax treatment. This section offers practical 
advice about handling bitcoin holdings in successions. Individuals holding a Bitcoin 
wallet can make the administration, liquidation and partition of their succession a lot 
easier by planning accordingly. They should notify their heirs, provide an inventory of 
their virtual currency holdings, their location, and the means to access them along with 
their will, and deliver instructions, if any, specific to their transmission. They can clearly 
indicate the devices in which they store their electronic wallet(s), or, if they intend to use 
bitcoin not as a means of exchange but as an investment, they can make a paper wallet of 
their holdings and store it in a secure location. Finally, they should leave clear records of 
whether and how they accounted for their bitcoin holdings in their tax returns.76 

Not disclosing bitcoin holdings may lead to problematic situations. Imagine an individual 
stores a Bitcoin wallet containing 30 BTC on a smartphone—this number would amount 
to almost 16,000$ at the time of writing.77 When she passes away no one knows of her 
bitcoin holdings. She leaves a witnessed will in which she bequeaths her assets to three 
relatives in equal parts, without any mention of her bitcoin holdings. The will is probated 
without incident, her succession is solvent and promptly liquidated, but the liquidator 
fails to take note of the bitcoin holdings and does not include it in the inventory. The 
successors proceed with partitioning the succession and one of the co-partitioners takes 
ownership of the smartphone. At best, the partitioner finds the electronic wallet, notifies 
her co-partitioners, and they proceed with a supplementary partition for the bitcoin 
holdings.78 Because the decedent made no disposition in that regard, her bitcoin holdings 
will devolve to her successors according to the default rules of intestate succession.79 At 
worst, the new owner of the smartphone fails to find the electronic wallet, and 
unknowingly gives away or deletes it by selling the phone, reformatting it, or otherwise 
dispose of its electronic content. The situation may be more contentious if the will, still 
making no mention of the bitcoin holdings, and instructs to divide the testator’s assets to 
her three relatives in equal parts but for one exception: the testator bequeaths her phone 
to a specific person. If the new owner of the phone later discovers a bitcoin wallet 
therein, can she keep its holdings to herself? 

                                                                                                                                  
Crimes Enforcement Network (FinCEN) demanded that he register as a money seller. Caldwell reopened in 
2014 with a different model, selling coins that do not “contain” any bitcoin, but can be imprinted with 
stickers by purchasers of the coins. See “Physical Bitcoins by Casascius”, online: Casascius 
<https://www.casascius.com>. 
76 See also art 731ff CCQ. 
77 CoinDesk, http://www.coindesk.com/calculator/ (12 February 2015). 
78 Art 895-896 CCQ. 
79 Art 736 CCQ. See also art 653ff CCQ. 
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Unless the bitcoin user holds a separate record of her holdings or uses the services of a 
bitcoin-based company, her electronic wallet is the only indication of her holdings. As 
Bitcoin is a decentralized system, there is no central authority to which a liquidator could 
explain the situation and request that the account be disclosed and provided access for. 
Depending on where she stored her wallet—a personal computer, a smartphone, an 
external drive, a USB key, etc.—her liquidator or successors may fail to find and access 
it, and not include its holdings to the succession’s inventory. Determining the content of 
the succession counts among the responsibilities of the liquidator, and such omission may 
negatively affect the liquidation and the partition of the succession.80 Just as a liquidator 
would investigate the content of a chest and list any valuables separately from said chest 
in an inventory, so should she investigate the content of an electronic device and 
distinguish from it valuable digital files, such as virtual currency. 

Depending on the form of the bitcoin, the liquidator may need to take action to preserve 
it.81 A thorough search of the decedent’s possessions may not only reveal the existence of 
one or more electronic wallets, but also other forms of bitcoins: printed on paper or 
minted as a coin. If the bitcoins are in paper or coin form, the liquidator can take the same 
measures she would with any other physical currency or asset. Bitcoins stored on an 
electronic wallet demand different precautionary measures: preserving an electronic 
wallet comes down to preserving the hardware that stores it, notably by preventing 
intrusion and infection by hackers and malwares. If the device crashes, breaks, or is 
infected by a malware, the bitcoin could be altogether lost. Liquidators should consider 
putting devices storing substantial bitcoin holdings in a secure location until they are 
ready to transfer its content as part of the succession. These devices should only be 
connected to the Internet to engage in an online transaction, and otherwise kept offline. 

Transmitting a Bitcoin wallet poses privacy issues. Regulation places limits on the 
personal information financial institutions can collect about their customers, and the 
reasons for which they can disclose such information to third parties.82 These institutions 
are careful about disclosing personal information of account holders, even to liquidators. 
In contrast, all bitcoin transactions are public; pseudo-anonymity is the only mechanism 
protecting privacy within the Bitcoin network. While the network preserves the 
anonymity of its members via alphanumeric public keys, the identity of some members 
may be divulged, either by the member herself or by third parties. Successors inheriting 
an electronic wallet and its public key will have access to the entire transactional history 
of its previous owner. This information potentially allows retracing some of the parties 
with which the successor transacted, and speculate on the nature of the transactions.83 
Anyone wishing her heirs do not access her entire bitcoin transactional history should 
                                            
80 Art 776 CCQ. See also art 632, 1326 CCQ. 
81 Art 1301 CCQ. 
82 See Antoine Aylwin, “L’accès au renseignements personnels d’une personne décédée” in Liquidation des 
successions: Variations sur un thème, La collection Blais (Cowansville, QC: Éditions Yvon Blais, 2011) 
103; Marc Lacoursière & Édith Vézina, “La sécurité des operations bancaires par Internet” (2007) 41 RJT 
89. 
83 See Meiklejohn et al, supra note 1. One of the most prominent and thus traceable recipients in 
Meiklejohn’s study is Satoshi Dice, a Bitcoin gambling service. Accordingly, a person’s gambling habits 
could be displayed if a family member were to get into her wallet. 
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make proper arrangements, for example by instructing the liquidator to exchange all her 
bitcoin holdings for fiat money before deleting her wallet along with her public key. 

The liquidator will need to include the bitcoin in the decedent’s last tax return.84 For tax 
purposes, the bitcoin is worth its fair market value just before the death of the decedent. If 
the decedent held her bitcoin as an investment, then it will be treated as capital property. 
Capital property is deemed to have been disposed immediately before the taxpayer’s 
death at the fair market value at that time.85 To determine whether there was capital gain 
or loss, the liquidator might have to learn whether the decedent mined or purchased the 
bitcoin, a decedent task the decedent can greatly facilitate by keeping a record. If she 
mined it, the liquidator will have to figure out the costs (in terms of equipment and 
electricity) that went into it in order to determine the basic cost of the asset.86 If she 
purchased bitcoin, its value will be equal to the value of the goods or services she 
“bartered” it for. The liquidator might also discover that the decedent did not declare 
previous bitcoin transactions, or mischaracterized them. In this case, the liquidator can 
amend past returns without penalty, though additional tax and interest may be due.87 As 
for partition, remember that bitcoin is to be valued as a commodity, not as currency: the 
value attributed to the bitcoin holdings during partition will prove determinant for future 
taxation.88 

 

                                            
84 See Nancy D’Amours, “Formalités fiscales”, Juris-Classeur, Fasc. 11, para 6. 
85 See Income Tax Act, supra note 54 s 70(5). 
86  See “How to Calculate Mining Profitability”, online: CoinDesk 
<http://www.coindesk.com/information/mining-profitability/>. 
87 See D’Amours, supra note 84 at para 10. 
88 Art 861 CCQ. 


